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Quality Of Service

Converged Network Quality Issues

* Lack of bandwidth:
Multiple flows compete for a limited amount of bandwidth.

Solution : Limiting the rate of traffic to manage the bandwidth of a network and to ensure quality of service (QoS)

« End-to-end delay (fixed and variable):

Packets have to traverse many network devices and links that add up to the overall delay

* Variation of delay (jitter):

Sometimes there is a lot of other traffic, which results in increased delay.

* Packet loss:

Packets may have to be dropped when a link is congested.
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Quality of Service Essentials

A threat defense implements the traffic policing mechanism to limit the rate of traffic
The threat defense drops excessive traffic when the traffic rate reaches a predefined limit

The threat defense does not support traffic shaping (queues excessive traffic in a buffer rather than dropping it
for later transmission.)
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Quality of Service Essentials
« A threat defense implements the traffic policing mechanism to limit the rate of traffic
« The threat defense drops excessive traffic when the traffic rate reaches a predefined limit

« The threat defense does not support traffic shaping (queues excessive traffic in a buffer rather than dropping it
for later transmission.)
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Quality of Service Essentials

* You can activate only one QoS policy on a threat defense at any given time

« However, you can add multiple QoS rules (up to 32 QoS rules) within a single QoS policy.

« Each QoS rule must be associated with a source and destination interface, where both of them have to be routed interfaces
* You cannot apply a QoS policy to an interface that is in inline mode, passive mode, or switched mode.

* You can set separate upload and download speed limits for the traffic

« The QoS rule can be defined based on advanced parameters (IP address, port number, application, URL, user identity , Etc.)

« The Snort engine evaluates a QoS rule and sends the ID of the matching rule to the firewall engine.
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QoS Implementation on the Secure Firewall

| Administrator - ____ K__- E J \
\ N User Interface

___________ 6 ey X A -

=

[0

O

=

& <

= :

o Policy Event

e Database Database

©

= :
A QoS Policy Can Have QoS Event Is Logged at the
Multiple Rule Conditions End of Connection /

( ) SFTunnel )
A QoS Rule Is Activated Traffic Is Rate-Limited
Through a QoS Policy v per the QoS Policy

(0]

U) - -

o [ Firewall Engine J

©

o

§ Packet Is Forwarded Packet Is Classified and

= for Evaluation Returned with a QoS Rule ID

-

n 'n | m
[ SnortEngine } MohsenKheradmandchys




* Processing of Packets by Various Components of Security Engines
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Example of Deploying QOS

The QoS policy on this threat
defense has three QoS rules, Telecommuter
which are configured to handle | (Connected via VPN)
maximum 32 MB/sec traffic. : .

| QoS Rule 1 (Telecommuters)
Up: 4 MB/sec, Down: 8 MB/sec
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Zone R QoS Rule 2 (Internet Users)

Up: 1 MB/sec, Down: 4 MB/sec

Corporate
Network

J | ‘ Unknown User
QoS Rule 3 (Corporate Users) .
' Up: 5 MB/sec, Down: 10 MB/sec | (Connected via Internet)

End Users
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Configuring QoS Policy
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Configuring QoS Policy I Ve

CISCo QoS Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, 50 £+ @ adminv

New Policy

- Devices > QoS

QoS Policy Status Last Modified
- Click the New POIle There are no policies created. Add a new policy
- Enter a name for policy . °
Name:
- Add FTD device to selected [ qost |
Description:
- CIle save | Overal QOS policy |

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q_ Search by name or value | ETD1 u
| Add to Policy |
VR
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Configuring QoS Policy

* Click Add Rule

Intelligence Deploy Q 00 $+ @ adminv

Cancel

alili, Firepower Management Center Overview Analysis Policies Devices Objects AMP

CISCO  Devices [ QoS Policy Editor
|

QOS1
Overal QOS policy

Policy Assignments (1)

Rules
-+ Add Rule  Q Search Rules b 4

Filter by Device
Rate Limit per Interface

Source Dest Source Dest Source Dest Source
N Interf: Interf: U... Applic... UR... Applied
f ame " E_) ace " '.3 ace Networ... MNetwor... uis Ports Ports SGT Downil... Upload b -
Objects Objects On

There are no rules created. Add Rule

v By Policy Assignment you can edit FTD devices to which the policy applies P
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Configuring QoS Policy Editing Rule - Youtube-BW-Limit (7}

Name:*

Youtube-BW-Limit | Enabled

* Enter a hame for thIS RUIe Apply QoS On: ‘ Interfaces in Source Interface Ok ~ ‘

Traffic Limit Per Interface

» Select Interface to apply the QOS

Download Limit: ‘ 100 ‘ Mbits/sec
« Enter Download and Upload limit Upload Limit: | 5 | Mbis/sec
° SeleCt interface Objects (Zone) Interface Objects Networks Users Applications Ports URLs SGT/ISE Attributes Comments
Available Interface Objects C Source Interface Objects (1) Destination Interface Objects (1)
Q_ Search by name Inside-LAN u Internet .
DMZ
Inside-LAN
Internet
Coc
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Configuring QoS Policy

Enter a name for this Rule

» Select Interface to apply the QOS
* Enter Download and Upload limit
« Select interface Objects (Zone)

« Enter other parameters :

Network
Application
URL

Users

* Click OK

Add Rule Q
Name:* | Youtube-BW-Limit | Enabled
Apply QoS On: ‘ nterfaces in Source Interface Ob ‘
Traffic Limit Per Interface
Download Limit: | 100 | Mbits/sec
Upload Limit: | 5 | Mbits/sec
Interface Objects Networks Users Applications Ports URLs SGT/ISE Attributes Comments
Categories and URLs + Reputations Selected URLs (1)
Q_ Search for a URL ‘ https://www.youtube.com ]

Category URLs
IR-Download
soft98
P

Apply to unknown reputation

Add to Rule

Enter URL |

e |
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Configuring QoS Policy

» Click Save
» Deploy > Deployment

gl Firepower Management Center
CISCO  Devices [ QoS Policy Editor

QOS1

QOveral QOS policy

Rules

Filter by Device

Source Dest
. Name Interface Interface
Objects Objects
1 Youtube-BW-1 Inside-LAN Internet

Overview

Source

An

Networks

Analysis Policies Devices Objects AMP Intelligence
|
Dest L Source Dest Source
Networks Users Applicati... Ports Ports URLs SGT
Any Any Any Any Any https:/fww Any

Deploy Q Ge 3+ @© adminv

Deployment @

Deployment History

Policy Assignments (1)

-+ Add Rule | Q Search Rules ¥
Rate Limit per Interface

Download Upload Applied On

100 Mbits/sec 5 Mbits/sec Source interface ' 0 ' g
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Verification Commands

Connect to the FTD via SSH or Telnet:

. Showing the Active QoS Policy

> show running-config policy-map

. Showing the Active QoS Policy on an Interface

> show running-config service-policy

. Statistics of Dropped Packets

> show service-policy police

> show asp drop
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"('|'s'é|°" FMC Overview Analysis Policies Devices Objects AMP Inteligence Deploy Q @ £+ © adminv
Analyzing QoS Events and Statistics
Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | predefined Searches v
Analysis > C ti Event Connection Events e see
- ANalysis onnections > events 1l 2021-01-11 21:38:00 - 2021-01-18 17:54:14
Expanding
- Table View of Connection Events % SRk COnaeha (EK Saech)
Connections with Application Details Table View of Connection Events
Jump to
+ Flrst Packet x Action x Initiator IP x Responder IP x Access Control Rule x 'Qn?;;gf?'ed x g:SSDOD‘:goD:)od x
Packets
- 2021-01-17 20:37:07  Allow 172161100 T 192.168.1.100 Default Action INSIDE_INTERFACE 0
v 2021-01-17 20.27.58 Allow ¥192.168.1.100 " 172.16.1.100 Default Action, QoS Rule | INSIDE_INTERFACE 35,931
A J
Page 1 of 1 Displaying rows 1-2 of 2 rows
View The QoS Rule Dropped 35,931 Packets Because
the Traffic Rate Exceeded the Predefined Limit
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