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Syslog

> You can use logging for real-time alerting as well as for auditing purposes

> The Internet Engineering Task Force (IETF) standardizes system logging (syslog) in RFC 5424

> Secure Firewall supports sending syslog messages to third-party syslog servers and SIEM tools

» The FMC or the FTD can send logs to the syslog server separately, but it's better to choose one of these

> Syslog messages can be sent over TCP or UDP (TCP is more reliable but has more overhead due to the multiple connections)

RFC 5424 The Syslog Protocol

RFC 5426 Transmission of Syslog Messages over UDP

RFC 6587 Transmission of Syslog Messages over TCP

RFC 5425 Transport Layer Security (TLS) Transport Mapping for Syslog
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Syslog Security Levels

» Each syslog message is associated with a severity level

> A severity level indicates the significance of a message.

Severity Level (0-7) Messages That Describe...

EMERG
ALERT
CRIT
ERR
WARNING NOTICE
INFO
DEBUG

An emergency condition where the system is unusable

A condition where an action must be taken immediately to fix the issue

A critical condition that indicates a failure in the primary system

An error condition

A warning condition

A condition that does not indicate an error but may require special attention

Debug-level information to help the developers of an application or system
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Facility of Syslog message

> The IETF uses the term facility to refer to various subsystems

KERN : Kernel

USER : User-level process

MAIL : Mail system

DAEMON : System daemon

AUTH : Security/authentication subsystem

SYSLOG : System logging daemon (syslogd)

LPR : Line printer subsystem

NEWS : Network news subsystem

UUCP : Unix-to-Unix copy subsystem

CRON : Clock/scheduling daemon (Used by Syslog server running on a Linux OS)
AUTHPRIV : Security/authentication system

FTP : FTP daemon

NTP : NTP subsystem

AUDIT : Audit subsystem (Security log audit)

ALERT : Alerting subsystem (Console)

CLOCK : Clock/scheduling daemon (Used by Syslog server running on Windows OS)
LOCALO-LOCALY : Locally defined facilities
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Best Practices for Logging

« If your syslog server uses TCP, enable the Allow User Traffic to Pass When TCP Syslog Server Is Down option.

« It enables the traffic flow to continue in case of any issues with the syslog server

ARP Inspection Logging Setup Logging Destinations Email Setup Event Lists Rate Limit

Syslog Settings

Policy Assignments (1)

Syslog Servers

Banner Allow user traffic to pass when TCP syslog server is down (Recommended to be enabled)

ONS Message Queue Size(messages)*

External Authentication 512

Fragment Settings

HTTP Access

ICMP Access

SSH Access Interface
SMTP Server

SNMP

SSL

Syslog

IP Address Protocol Port

+®led

EMBLEM

« To prevent a syslog server from crashing, you can enable rate limiting for certain types of syslog messages

« Syslog over TCP can introduce overhead in a large deployment. In this case, syslog over UDP can improve performance.
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Syslog configuration

- You can configure a Syslog server like
Kiwi and configure address and port on it

- The default port for syslog servers
is UDP port 514 or TCP port 1470

Kiwi Syslog Server Setup

AXODHB ©O

o

uop

- X

UDP input options ‘

Custom file formats
Custom DB formats
= DNS Resolution
DNS Setup
DNS Caching
Modifiers
Scripting
Display
Appearance
E-mai
= Alsrms
Min message count
ldax message count
Disk space mongor
Message queue monitor
= Inputs
|uoP
TCP
Secure TCP
SNMP
Keep-alve
Test message
Defauks/import/Export
Product Updates

¥ Listen for UDP Syslog messages

Protocol and Port Setup

UDPPort(1-65535r  [514 on Syslog Server GUI
Bind to addiess: |
Data encoding: ISWW\ ~ l

Add Syslog Server °

IP Address® | 10.1.1.100 J
Protocol Tcep o UDP
Port | 514
Log Messages in Cisco
EMBLEM format(UDP only) Protocol and Port Setup on
Enable secure sysiog. Management Center GUI
Reachable By:.

e Device Management Interface
Security Zones or Named Interface

Search
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Sending Syslog from Threat Defense
Platform settings

« By using the platform settings policy, you can deploy different logging configurations to different threat defense devices

« The platform settings policy allows you to configure many device-specific options in one place and then deploy them to

one or more threat defense devices as needed.

d For example:
- You can add a custom banner to appear during a threat defense login
- Allow the hosts that can communicate with a threat defense over SSH, HTTPS, and ICMP protocols
- Define how the threat defense device will synchronize time with its management center or an NTP server
- Provide health monitoring status over the simple network management protocol (SNMP)
- Send security events and system messages to an external syslog server

- And other configurations and settings
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Sending Syslog from Threat Defense

Platform settings

alial, Firepower Management Center

Overview Analysis Policies Devices Objects AMP Intelligence

€CISCO  Devices / Platform Settings
New Policy

Name:
| PL-Policy1 |

Platform Settings
Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices

* Devices > Platform Settings

Q, Search by name or value |

Add to Policy

* New Policy

* Threat Defense Settings
* Type a name

* Add the FTD to selected

e (lick save

Selected Devices

FTD1

a)

e | (X

Deploy Q Ge %+ @ adminv

Object Management

New Policy

Firepower Settings

Threat Defense Settings ‘“
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Sending Syslog from Threat Defense

Click syslog

Enable logging

Al Firepower Management Center

CISCO  Devices / Platform Settings Editor Overview Analysis Policies
PL-Policy1

Enter Description

ARP Inspection Logging Setup Logging Destinations Email Setup

Banner

DNS

External Authentication
Fragment Settings
HTTP Access
ICMP Access

SSH Access
SMTP Server
SNMP

SSL

Syslog

Timeouts

Time Synchronization

Time Zone

UCAPL/CC Compliance

Devices

Event Lists

Objects

Rate Limit

AMP

Intelligence

Syslog Settings Syslog Servers

Basic Logging Settings

Enable Logging

|:| Enable Logging on the failover standby unit
|:I Send syslogs in EMBLEM format

|:| Send debug messages as syslogs

Memory Size of the Internal Buffer

4096

VPN Logging Settings
Enable Logging to FMC

Logging Level

| errors v

Specify FTP Server Information

[ ETP Sarver Ruffer Wran

-~ -
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Sending Syslog from Threat Defense

- Click Syslog Servers tab
- Click Add

* Enter the syslog server IP address, transport protocol, and port number.

ARP Inspection

Banner

DNS

External Authentication
Fragment Settings
HTTP Access

ICMP Access

SSH Access

SMTP Server

SNMP

SSL

Syslog

Timeouts

Time Synchronization

Time Zone

UCAPL/CC Compliance

Logging Setup Loggi

Allow user traffic to pas

Message Queue Size(messi

512

Interface

Add Syslog Server

IP Address*

Protocol

Port

192.168.10.245

TCP

514

Log Messages in Cisco
EMBLEM format(UDP only)

Enable secure syslog.

Reachable By:

e UDP

o Device Management Interface

Security Zones or Named Interface

Q, Search

Interface Name

Policy Assignments (1)

Syslog Servers

e If syslog server is in management network select Device Management Interface
* If not, select other source interface to send logs through that

* Click Ok

+®%d
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Enable Logging on Access Control Policy

Policies

Access Control Policy
Select the policy
Click Logging tab

Select these items as you see :

cisco

alvali,. FMC

AC Policy

Enter Description

Rules Security intelligence HTTP Responses

Default Syslog Settings

The following configuration will be used for all sysiog destinations in this AC policy and all
Included SSL, Prefilter and Intrusion policies unless expiicitly overridden

Send using specific sysiog alert

IPS Settings
Send Sysiog messages for IPS events
Default sysiog settings configured above are used for sysiog destinations for IPS events

Show Overndes
File and Malware Settings

Send Sysiog messages for Fiie and Malware events
Default sysiog settings configured above are used for sysiog destinations for File and Malware events

now OQverndes

Overview Analysis Policies Devices Objects AMP

Logoing Advanced Prefiter Policy. Default Prefiter Policy

Intelligence Deploy O @ & @ adminv
Analyze Hit Counts - Canced
Inheritance Sethngs | Policy Assignments (1)

SSL Policy. None Identty

A W\
MohsenKheradmand&iz®

& W
NS4




Sending Syslog from Management Center

Edit Syslog Alert Configuration Q
Create Syslog Alerts
Name
Policies > Actions > Alert | FMC-Syslog |
Create Alert Host

| 192.168.10.245 |

Create Syslog Alert

Al Firepower Management Center i ) - Port e )
€15¢o’ Pojicies | Actions  Alerts | Alerts Overview Analysis Policies oy @ @& 4+ @ adminv
— | 514 ‘
Polici 15 | Groups | Monitor Alerts
Facility
Alerts Impact Flag Alerts Discovery Event Alerts Advanced Malware Protection Ale ALERT v ‘
Severity ‘ Create Alert v |
| ALERT v ‘ Create Email Alert
Name " Create SNMP Alert

Enter a name for this Alert

== -

Select Port, Facility and Severity and the click Ok MohsenKheradmandg}};
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Alerts Impact Flag Alerts Discovery Event Alerts Advanced Malware Protection Alerts Intrusion Email
Sending Syslog from Management Center

Alerts

|m paCt Flag AlertS Select alert responses to use for Impact Flag alerts. You must click Save after you make your selections.
. Sysl FMC-Sysl v
- You can choose the types of events for which you = | S |
. Email ‘ None v ‘

want to receive alerts on the syslog server

SNMP | None v|
- Select Syslog Server Impact Flag Configuration

Check boxes below to cause Intrusion Events with the associated Impact Flag to generate alerts.

- Optional : select Email address to send Alerts

. . Impact Flag Syslog Notification Email Notification SNMP Notification
- Optional : configure SNMP to sent alerts as a Trap
0 Unknown vy
- Select Impact Level to send Logs 5
4 Unknown Target
= CI|Ck Save 3 Currently Not Vulnerable
2 Potentially Vulnerable
1 Vulnerable

AN
MohsenKheradmandGﬂ:,?
NS4




Sending Syslog from Management Center

Discovery Event Alerts

- To trigger these alerts, the FMC requires an
active Network Discovery policy

- Select Syslog server, (Email or SNMP)

- Select event type for which to generate alerts
- Click Save

Alerts

Impact Flag Alerts Discovery Event Alerts Advanced Malware Protection Alerts Intrusion Email

Alerts

Select alert responses to use for discovery event alerts. You must click Save after you make your selections.

Syslog | FMC-Syslog v
Email ‘ None v‘
SNMP | None v|

Events Configuration

Select the event types for which you want to generate alerts.

Event Syslog Notification Email Notification SNMP Notification
L

Add Client

Add Host

Add Port

Add Protocol

Add Scan Result

Additional MAC Detected for Host
Client Timeout ()
Client Update
Delete Client
Delete Host/Network
Delete Port v
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Correlate Events to Send Syslog Alerts

» Correlation policy: produce syslog events under the specific set of conditions in logging

* You can create correlation rules based on discovery events, intrusion events, file events, connection events, and a variety

of other conditions

1) Createarule:

» Policies > Correlation

» Rule Management tab

» Create Rule

"cll's'ég' FMC . Overview Analysis Policies Devices Objects AMP Inteligence Deploy Q @ £ @ adminv
Alerts | Remediations | Groups
Policy Management Rule Management Allow List Traffic Profiles
“Create Rule 1l Create Group
-~ -
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Policy Management Rule Management Allow List Traffic Profiles
Correlate Events to Send Syslog Alerts
Rule Information ‘ Add Connection Tracker | ‘ Add User Qualification ‘ | Add Host Profile Qualification _
Rule Name | Intrusion-Egress-Logs ‘

» Enter a name for rule
. Rule Description | ‘
> Optional : description
Rule Group | Ungrouped v ‘
» Optional : Rule group
Select the type of event for this rule
> Select the type of event
If ‘ an intrusion event occurs v | and it meets the following conditions:
» Click Add Condition
. Add condition Add complex condition
> Add your conditions to take effect | | '|
> CIle Save w ‘ Egress Interface 'r| | is v| | FTD1 [/ outside v ‘
AND v| ™ ‘ Egress Security Zone v| | Is v| | Internet v ‘
] ‘ Protocol v| | Is v‘ | TCP ‘
Rule Options | Add Inactive Period |
Snooze If this rule generates an event, snooze for ‘ 0 | | hours v ‘

Inactive Periods There are no defined inactive periods. To add an inactive period, click "Add Inactive Period”.

(o ) I
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Correlate Events to Send Syslog Alerts

2) Create a Policy
» Click Policy Management tab
> Type a name for the Policy
» Click Add rule
>

Select the Rules (you have creates) ~ Ungrouped Rules |

Intrusion-Egress-Logs

Available Rules

Select the rules you wish to add to this policy, then click "Add”.

Overview Analysis Policies Devices Objects AMP Intelligence Deploy ~ Allow List Rules

— [ | Default Allow List

Policy Management Rule Management Allow List Traffic Profiles
[corce | [N

Policy Name ‘ Custom-Policy ‘

Correlation Policy Information

[ cancel | |

Policy Description ‘ ‘

Default Priority ‘ None v‘

Policy Rules Add Rule

No Rules Currently Active
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Correlate Events to Send Syslog Alerts

Responses for Intrusion-Egress-Logs
3) Assign policy to Syslog server

> Click Responses (next to the policy name) Assigned Responses
FMC-Syslog

> Move the preconfigured syslog alert to the Assigned Responses creates)

» Click update and then click Save

N

Unassigned Responses

Cancel ‘ m You have |

Policy Management Rule Management Allow List Traffic Profiles

Correlation Policy Information

Policy Name | Custom-Policy ‘

Policy Description | ‘

Default Priority | None v‘ | Cancel |

Policy Rules ‘ Add Rules |
Rule Responses Priority
Intrusion-Egress-Logs This rule does not have any responses. Default v ‘ 5 i
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Correlate Events to Send Syslog Alerts

4) Activate the Policy

> Make sure to activate it

Alerts | Remediations | Groups
Policy Management Rule Management Allow List Traffic Profiles

| Create Policy ‘

) Success
Activated Policy: Custom-Policy

Sort by
State v ‘

Name

Custom-Policy t@:} !‘ % i
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Monitoring

To View the syslog messages of the FMC

> Monitoring > Syslog

Deploy Q & ¥+ @ adminv

illigence
Logging Monitoring
Security Analytics & Logging Audit
| Sysjog

Health S‘t'g?stics
Monitor
Policy Tools
Events Backup/Restore
Exclude Scheduling
Monitor Alerts Import/Export

Data Purge

i) FMC

cisco S-’y;;.:,.; Ana'VSls

Case-sensitive | Exclusion

Policies  Devices  Objects AMP  Intelligence Deploy Q @ 3 @ adminv

Messages

Nov 20 2021 19:29:55 FMC SF-IMS[6815): [6837] CloudAgent:CloudAgent_tunnel_service [ERROR] Failed
to connect to tunnel (110a2a0c-e212-11eb-87a2-9a5¢c99032a25), error. Not connected

Nov 20 2021 19:29:47 FMC SF-IMS[11965]: [25610] Event Streamer:ConnectionHandler [WARN]
SFTunneiConnect returned 24: Not connected

Nov 20 2021 19:29:45 FMC SF-IMS[6815]: [6815] CloudAgent:URL_STATS [INFO]

Nov 20 2021 19:29:45 FMC SF-IMS[6815]: [6815] CloudAgent:URL_STATS [INFO] s======ssss=====

URL Lookup Return Code Stats ===s==sss=s=s=5

Nov 20 2021 19:29:45 FMC SF-IMS[6815]: [6815) CloudAgent:URL_STATS [INFO] request [0], response
0], categorized [0], uncategorized [0}, offline_queue_request [0], duration [350], start_time
1637454235), end_time [1637454585)

Nov 20 2021 19:29:45 FMC SF-IMS[6815]: [6815] CloudAgent:URL_STATS [INFO] ==========zs=z=3=
URL Lookup Stals Summary s========s=s=s==55%

Nov 20 2021 19:29:43 FMC SF-IMS[12447]: [15085] SFDataCorrelator:CorrelatorChannelThread [ERROR]
Failed to connect to tunnel (110a2a0c-e212-11eb-87a2-9a5c99032a25), error: Not connected

Nov 20 2021 19:29:41 FMC SF-IMS[11467]: [11524] stmbservice:stmb_service [INFO] Start getting MB
messages for 10.1.1.3

Nov 20 2021 19:29:38 FMC SF-IMS[11465]: [11569] sftunneid:sf_peers [INFO] Peer 10.1.1.3 needs a
single connection

Nov 20 2021 19:29:38 FMC SF-IMS[12447]: [15315] SFDataCorrelator ISHandlerTunnel [WARN] Failed to
connect to peer 110a2a0c-e212-11eb-87a2-9a5¢99032a25

Nov 20 2021 19:29:38 FMC SF-IMS[12447]: [15318] SFDataCorrelator:UECTunnel [WARN] Failled to
connect to 110a2a0c-e212-11eb-87a2-9a5¢99032a25

Nov 20 2021 19:29:37 FMC stunnel: LOG3[18]: No remote host resolved

Nov 20 2021 19:29:37 FMC stunnel: LOG3[18]: Error resolving “cloud-sa amp.cisco.com”: Temporary
failure in name resolution (EAI_AGAIN)

Nov 20 2021 19:29:36 FMC stunnel: LOG3[17]; No remote host resolved

Nov 20 2021 19:29:36 FMC stunnel: LOG3[17]: Error resolving “cloud-sa. amp.cisco.com™: Temporary
failure in name resolution (EAI_AGAIN)

Nov 20 2021 19:29:35 FMC SF-IMS[6815]: [6837] CloudAgent:CloudAgent_tunnel_service [ERROR] Falled
to connect to tunnel (110a2a0c-e212-11eb-87a2-9a5c99032a25), eror: Not connected

Nov 20 2021 19:29:23 FMC SF-IMS[12447]: [15085] SFDataCorrelator:CorrelatorChannelThread [ERROR] v
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