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Deployment in Routed Mode



Routed mode

Routed mode

* In Routed mode, a threat defense acts like a Layer 3 Router

« Each interface has a different IP and subnet and act as the default gateway for that subnet.

- The FTD also route traffic between different subnets, like a Layer 3 router.

Next Ho
R Threat Defense

E/192.168.1.2 192.168.1. 1 | 172.16.1.1 172.16.1.2 .@'

Inside Interface -—--ﬂ, Outside Interface

Internal Host
l 10.1.1.3 Gateway Router

Mgmt. |
Network .
1'10.4.12
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Routed mode

Change FTD mode to Routed mode

« If the FTD is in transparent mode and registered in FMC, first Unregister it

'éll"'él(;' FMC ok Overview Analysis Policles Devices Objects AMP Intelligence Deploy Q @ &+ © adminv
Deployment History
View By Group .
Al (1) ® Error (0) @ Warning (0) OfMine (0) ® Normal (1) Depioyment Pending (0) ® Upgrade (0] Q, Search Device m
————————
Nameo Moael Vorsion Chasss Licenses Access Control Policy
» Ungrouped (1) |
R Dot 3 FTDv for VMware 7.00 NJA Base, Threat (2 more_..) AC Policy rd :
10133 m
Packet Tracer
Capture w/Trace
Troubleshoot

Transparent Mode

v" Note : Changing the firewall mode wipes out any existing configurations on a threat defense.
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Routed mode

Change FTD mode to Routed mode

 Connect to FTD via SSH or console

« Enter command : Configure firewall routed

> configure firewall

routed
transparent

« After routed mode applies, specify Manager again
 Gotothe FMC and add FTD via Device menu

T

Routed Mode

'él",'yc;' FMC o Overview Analysis Policies Devices Objects AMP Intefligence Deploy O @ & @ adminv
Depioyment History
View By Group v
Al (1) ® Error (0) ® Waming (0) Oftiine (0) @ Normal {1) Deployment Pending (0) ® Upgrade (0] Q, Search Device m
Name Mod ce ° Act P
v Ungrouped (1)
Threat Defense 3 FTDv for VMware 7.00 N/A Base, Threat (2 more_ ) rd E

Change to routed firewall mode
Change to transparent firewall mode

A W\
MohsenKheradmand&iz®
N/




Routed mode

Configuration of the Routed Interface

* Click on FTD device or click pencil icon

Dismiss all notifications

View By: ‘ Group v ‘
All (1) ® Error (0) @ Warning (0) Offline (0) ® Normal (1) Deployment Pending (1) @ Upgrade (0) ‘ Q_ Search Device ‘
Collapse All
|:| Name Model Version Chassis Licenses Access Control Policy
(] ~ EVE(1) L
(] Al FTDv for KVM 6.6.0 N/A Base, Threat (2 more...)

172.16.1.201 - Routed

None @
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ROUted mOde 172 16.1 201 @ 172.16.2.1
— 0 e T

P FirePower

172.16.3.1

Configuration of the Routed Interface

* Click on FTD device or click pencil icon

FTD1

Cisco Firepower Threat Defense for KVM

[
Device Routing Interfaces Inline Sets DHCP
Q, Search by name ‘ l Sync Device ] | Add Interfaces ¥ |
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Virtual Router
Diagnostic0/0 diagnostic Physical Global Vi
GigabitEthernet0/0 Physical P
GigabitEthernet0/1 Physical P
GigabitEthernet0/2 Physical ’
GigabitEthernet0/3 Physical ’
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Routed mode

Configuration of the Routed Interface

General tab:

Enter a name for interface

Select Enabled

Mode: None / Passive / ERSPAN

Security Zone : select one or create a new zone

Edit Physical Interface

General IPv4 IPv6

Name:

Advanced

\' LAN-Side

Enabled

[ ] Management Only

Description:

connected to inside LAN

Mode:

‘ None

Security Zone:

\' Inside-LAN

Interface 1D:

MTU:

1500

Propagate Security Group Tag: E]

Hardware Configuration

172.16.1.201 172.16.2.1

St mgmnd) T | — (@)

P FirePower

172.16.31

New Security Zone

Enter a name...

Inside-LAN|

coee | (D

o | R
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Routed mode

Configuration of the Routed Interface

IPV4 tab

Select IP type : Static / DHCP / PPOPE
Enter IP address/prefix (in statis type)

IPV6 tab

Enter IPv6 address and setting (in case)

Edit Physical Interface (7]
General IPv4 IPv6 Advanced Hardware Configuration
L |
Basic Address Prefixes Settings
I
-+ Add Address
Address EUI64

Edit Physical Interface

General IPv4 IPv6 Advanced
——
IP Type:
| Use Static IP v
IP Address:

192.168.3.1/24) |

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

172.16.1.201 172.16.2.1

o0 mam) LT — (G0

P FirePower

172.16.31

Hardware Configuration

/R
MohsenKheradmandtfﬂ:%

7




Routed mode

Configuration of the Routed Interface

Edit Physical Interface (7]
Advanced tab General IPv4 IPv6 Advanced Hardware Configuration
* You can enter optional Active and standby Information
MAC address Active Mac Address:

Standby Mac Address:

Hardware configuration tab

Edit Physical Interface (7]

« Duplex setting : auto/full/half _
General IPv4 IPv6 Advanced Hardware Configuration

« Speed: auto/10/100/1000 -

Duplex:

| auto A d |
» Click OK Speed:
> Then Click Save in FMC [ oo "]

. . /R

> After all click deploy to deploy configs to FTD MohsenKheradmand&7iz9

7



Configuration of the Routed Interface

> Create sub interface

172.16.2.1

G0/0.1=172.16.10.1 (VLAN10)
G0/0.2 =172.16.20.1 (VLAN20)

172.16.1 201 ’7_@_
————(etho/ mgmn T T
[
P FirePower

-

S

-
B DSW-Clients \80/3,

G0/0.3 =172.16.30.1 (VLAN3O)

Q, Search by name

| ‘ Sync Device ‘ ‘ Add Interfaces ¥ ‘

IP Address

Virtual Re

Global

Sub Interface ‘h

Redundant Interface
Bridge Group Interface

Virtual Tunnel Interface

Add Sub Interface

General IPv4 IPv6

Name:

Advanced

‘ Sale

Enabled

[ ] Management Only

Description:

‘. Gateway of Sale VLAN

Security Zone:

‘ Clients

MTU:

\ 1500

64 - 9000)

Propagate Security Group Tag:

Interface *:

\ GigabitEthernet0/0

v ]

Sub-Interface ID *:

K

o T aTe T
(1 - 4294967295)

VLAN ID:

‘_ 10

A094)
GUz4)

AN\
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Configuration of the Routed Interface

> Create sub interface

Add Sub Interface (7]
General IPv4 IPv6 Advanced
—
IP Type:
| Use Static IP - ‘
IP Address:

192.168.10.1/24| I l

eg. 192.0.2.1/255.255 256.128 or 192.0.2.1/25
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FTD Interface Setting via FDM

Device Summary

Interfaces

Cisco Firepower Threat Defense for VMware @

SI[A[HHAOO

Interfaces Virtual Tunnel Interfaces

9 Interfaces =, Y Filter o
NAME LOGICAL NAME STATUS MODE IP ADDRESS STANDBY ADDRESS MONITOR FOR HA ACTIONS
> GigabitEthernet0/0 outside ‘) Routed 192.168.20.1 Enabled
>  + GigabitEthernet0/1 inside D Routed 192.168.45.1 Enabled
> O GigabitEthernet0/2 @ Routed Enabled
> © GigabitEthernet0/3 @ Routed Enabled
> O GigabitEthernet0/4 @ Routed Enabled
> © GigabitEthernet0/5 @ Routed Enabled
> O GigabitEthernet0/6 @ Routed Enabled
> © GigabitEthernet0/7 @ Routed Enabled
> +/ Management0/0 diagnostic Routed Enabled

A W\
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Routed mode

FTD Interface Setting via FDM

» Type a name for interface
» Select mode: routed
* Enter IPv4 and IPv6 configuration

» Click OK and Deploy to FTD

GigabitEthernet0/2
Edit Physical Interface

Interface Name Mode
DMZ-SRVs Routed
Most features work with named interfaces only, although some

require unnamed interfaces

Description

Gateway of the DMZ servers

IPvd Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask

172.16.30.1 / 24

/

CANCEL

Status

«@©

A\
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DHCP server

Enable DHCP server on interface New Network Object Py
; ) ) Name
Device Routing Interfaces Inline Sets DHCP
| DNST | L
DHCP Server Ping Timeout
PR = ‘ Description L
— Lease Length ‘ DNS server 1 ‘
| 3600 |
(] Auto-Configuration Network
(® Host () Range () Network ) FQDN

Override Auto Configured Settings: 192.168.10.10

Domain Name

|| Allow Overrides

I Dena.locall

Primary DNS Server Primary WINS Server
| DNS1 v \ v+
=3
Secondary DNS Server Secondary WINS Server
| v+ | v+
Server Advanced
Interface Address Pool Enable DHCP Server

o~ -
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DHCP server

Enable DHCP server on interface

Device

DHCP Server

DHCP Relay

DDNS

Inline Sets DHCP

Add Server

Interface*

Ping Timeout

| 50 |

Lease Length
| 3600 |

(] Auto-Configuration

Override Auto Configured Settings:

Domain Name

I Dena.locall l

Primary DNS Server
| DNS1 v+

Secondary DNS Server

| i

Server Advanced
|

Interface

\ LAN-inside v ‘

Address Pool*
\ 172.16.3.10-172.16.3.50 \
(2.2.2.10-2.2.2.20)

Enable DHCP Server

coee | I

Primary WINS Server
| v+

Secondary WINS Server

| )+

Address Pool Enable DHCP Server

+ Add
MohsenKheradmand&7iz®
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DHCP server

Basic verification commands

Debugging ICMP Traffic FTD
<debug icmp trace
Interface status and configuration

> show ip

>show interface ip brief

>show interface interface_ID
>show running-config interface

IP Address Assignment from a DHCP Address Pool

> show dhcpd binding
> debug dhcpd packet

AN\
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Deployment in Transparent Mode



Transparent mode

Transparent mode

In transparent mode, a FTD bridges the inside and outside interfaces into a single Layer 2 network

In this mode , FTD can control traffic as a firewall and inspect traffic as an IPS while remains transparent to the hosts
No IPv4 assignment to a directly connected interface

You can, however, assign an IP address to the Bridge Virtual Interface (BVI) that comes with each bridge group

A firewall in routed-mode can also be used as a VPN server. but in transparent mode can not be a VPN server

You can still enable NAT feature in transparent mode firewall

Next Hop
E/ 192.168.1.10  Inside lnterface .I Outside Interface  192.168.1.30 @
a4 l——lf' -
Internal Host Threat Defense BVI Interface Gateway Router

192.168.1.1 A W\
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Transparent mode

Transparent mode

« Example : A Threat Defense in Transparent Mode Is Deployed in a Typical Network

End users and the Secure Firewall management
interfaces are on the same subnet. All of them
use 192.168.1.30 as their default gateway.

: Default Gateway
i Mgmt. Interface IP: 192.168.1.30
:lP: 192.168.1.2/24

[
immmmmd Outside

I
:

|

g @_ Interface
_____ S

: Gateway Router
i

|

1

1

I

Internet

Threat Defense
BVIIP: 192.168.1.1/24

End User
192.168.1.10/24

Management Center
IP: 192.168.1.3/24 MohsenKheradmand&ziz9
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Transparent mode

Transparent mode

when you plan to deploy the FTD in transparent mode :

1)
2)
3)
4)

5)

Changing the firewall mode wipes out any existing threat defense configurations.

Take a backup of your security policy configuration is not necessary (the policies are defined and stored on the FMC)

Do not use the BVI IP address as the default gateway for the connected hosts

By default, FTD in transparent mode blocks the DHCP traffic, multicast traffic, and Dynamic Routing Protocol traffic so,

add access control rules to allow any necessary network management traffic

If you need a dedicated IPS-only, deploy FTD in inline mode instead of the transparent mode (no BVI, less overhead)
To change the firewall mode : Verifying Firewall Deployment Mode

1) Unregister the FTD in FMC
2) In FTD CLI enter command : > configure firewall transparent
3) Register the FTD in FMC again > show managers

> show firewall

/RN
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Transparent mode

Bridge Groups

« A bridge group is a group of interfaces that the FTD device bridges instead of routes

Bridge groups are supported in both transparent and routed firewall mode

A bridge group represents a unique Layer 2 network (like VLAN)

You can create multiple bridge groups on a single threat defense

Hosts within different bridge groups cannot communicate with each other without a router

Bridge Virtual Interface (BVI)
« Each bridge group includes a Bridge Virtual Interface (BVI).

The FTD device uses the BVI IP address as the source address for packets originating from the bridge group

The BVI IP address must be on the same subnet as the bridge group member interfaces

In routed mode: The BVI acts as the gateway between the bridge group and other routed interfaces

For some interface-based features, you can use the BVI itself:

v' DHCPv4 server—O0nly the BVI supports the DHCPv4 server configuration.
v’ Static routes: You can configure static routes for the BVI; you cannot configure static routes for the member interfaces.

v" Syslog server and other traffic sourced from the FTD device (Syslog, SNMP )

/RN
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Transparent mode

Configure interface in Transparent mode

To configure an interface in transparent mode, disable the switch port using the slider.

“c||.-.éioh FMC o Overview Analysis Policles Devices Objects AMP Intelligence Deploy @ @ & © adminv
Threat Defense 1010 You have unsaved changes m m
Cisco Firepower 1010 Threat Defense
Device Routing Interfaces inline Sets DHCP SNMP
Q, Search by name Sync Device Add Interfaces *
Interface Logical Name Type Securtty Zonea MAC Address (Rctive/Standby) P Address Port Mode VLAN Usage SwitchPort I n Some FTD models (Iike 1 000 Series) ‘there
& o ostic EDGNOSLC Phrysical 7 3 5 o
o = £ is switchport interfaces
@ Ethemet1 /1 Physical ’ /
@ emermei/2 Prysical ® / Switchport interfaces cannot be configured
@ ethernent/3 Access 1 = s in a transparent mode so switchport must be
Ethemnet1/4 Physical Access ' < 7 d isabled
Ethemet1/5 Physical Access 1 < /
Ethemet1/6 Physical Access 1 (4 P
Ethemet1/7 Physical Access 1 & /
[a Ethemet1/8 Physical Access 1 4 /
i 3 1 f erfa 0 1 t /_\
MohsenKheradmand €7iz9
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Transparent mode

Configure interface in Transparent mode

FDT1

Cisco Firepower Threat Defense for KVM

Device Routing Interfaces Inline Sets DHCP
Click device to check whether is in transparent mode General PRy
Click Interface and click on pencil icon Name: FbT1
Transfer Packets: Yes
Mode: Transparent
Compliance Mode: None
FDT"
Cisco Firepower Threat Defense for KVM
Device Routing Interfaces Inline Sets DHCP
. Q, Search by name ‘ l Sync Device l | Add Interfaces ¥ .
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Diagnostic0/0 diagnostic Physical K4
GigabitEthernet0/0 Physical ,-@
GigabitEthernet0/1 Physical Vs
GigabitEthernet0/2 Physical Vs
GigabitEthernet0/3 Physical Vs
MohsenKheradmand&7iz9
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Transparent mode

Configure interface in Transparent mode

Enter a name for interface
Click Enabled

Description : (optional)
Mode : None / passive

Security zone : (optional)

Edit Physical Interface

General IPvG Advanced

Name:

Client-LAN

Enabled

Management Only

Description:

connected to inside LAN of
clients

Mode:

‘ None

Security Zone:

Interface ID:

MTU:

1500

Propagate Security Group Tag: |:|

Hardware Configuration

coee | IR

A W\
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Transparent mode

Configure BVI in Transparent mode

1)
2)
3)
4)
5)
6)

Before deploy previous configs, create a BVI interface

Click Add Interface

Click Bridge Group Interface

Enter a Group ID and description

Add physical interfaces to group

Click IPV4 tab to Enter an IPv4 address

The IP address must be on the same
subnet as the hosts and default gateway

Add Bridge Group Interface

Interfaces IPv4 IPv6

IP Type:

Use Static IP

IP Address:

172.16.10.10/24|

Q, Search by name

| ‘ Sync Device | | Add Interfaces '|

y/Standby) IP Address

Add Bridge Group Interface

Interfaces IPv4 IPv6

Description:

BVl group 1] ‘

Bridge Group ID *:

B |

Available Interfaces

Selected Interfaces

‘ Q_ Search GigabitEthernet0/0
Add GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3

Sub Interface

Redundant Interface

Bridge Group Interface

rd
ra
O]
.
o s
MohsenKheradmand@iz®

-~ '
NS4



Transparent mode

Configure BVI in Transparent mode

Now you can deploy interface setting to FTD

' ::Inls'cllé' X Overview  Analysis  Policies Devices Objects AMP  Intelligence Deploy Q @ &+ @ adminv
pepioyment
1 device selected
|Y| “ Q. Search using device name, user name, type, group or statu ‘
Device Modified by Inspect inte... Type Group Last Deploy Ti... Preview Status
v Threat Defense admin FTD Aug 8, 2021 6.. = I Pending
v Device Configurations
o Interface Policy A admin
L

Verifying the Interface Status
> show running-config interface
> show interface ip brief

AW
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Transparent mode

Transparent mode

Verifying Basic Connectivity

v" Through communication via FDT , Hosts can not see the FTD

v Instead, it sees the devices deployed on the other side of the FTD

Inside Router Sees That Its Next Hop Has
MAC: 000c.2965.d399, aan_P: 192.168.1.30

Threat Defense
BVI1 IP: 192.168.1.1/24
Ethernet2
IP: 192.168.1.20/24
Mac: 000¢.2943.7b76

Ethernet3
IP: 192.168.1.30/24
Mac: 000¢.2965.d399

: GigabitEthernet0/0 ¢! GigabitEthernet0/1 /
: ad6c.2aed.6bcO =" 246c.2ae4.6bc1 ;
End Users \__k\ln3|de Rouier IP Not Required IP Not Required Outside Router 7 Internet
OSPFAreal
Inside router does not see the interfaces of A N\

the threat defense in transparent mode MohsenKherad mand€izd
(but it would see in the routed mode). NS4




Transparent mode

Transparent mode

Verifying Basic Connectivity

Ethernet2

Inside Router Sees That Its Next Hop Has
MAC: 000c.2965.d399, andlf: 192.168.1.30

Threat Defense
BVI1 IP; 192.168.1.1/24

Ethernet3

End Users “_ Inside Router

IP: 192.168.1.20/24 ] IP: 192.168.1.30/24
Mac: 000c.2943.7b76 @ Mac: 000¢.2965.d399
- GigabitEthernet0/0 GigabitEthernet0/1

ad6¢.2aed.6bcO
IP Not Required

ad46c¢.2ae4d.6bct

IP Not Required Qe R°““?_',--

Internet

- / OSPF Area 1

Inside-Router# ping 192.168.1.30
Sending 5, 100-byte ICMP Echos to 192.168.1.30, timeout is 2 seconds:

<debug icmp trace

ICMP echo request from INSIDE_INTERFACE:192.168.1.20 to OUTSIDE_INTERFACE:192.168.1.30 ID=8 seg=1len=72
ICMP echo reply from OUTSIDE_INTERFACE:192.168.1.30 to INSIDE_INTERFACE:192.168.1.20 ID=8 seg=1len=72

Inside-Router# show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.1.20 - 000c.2943.7b76  ARPA Ethernet2
Internet 192.168.1.30 2 000c.2965.d399 ARPA Ethernet2

AW
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Transparent mode

Deploying a Threat Defense Between Layer 3 Networks

Threat Defense
BVI1: 192.168.1.1/24

2.2.2.2/24 Ethernet2 —all Ethernet3 3.3.3.3/24
192.168.1.20/24 Ethernet1/1 Ethernet1/2 192.168.1.30/24 G ot
Loopback0 Inside Router Outside Router Loopback0

IP Address Is Not Necessary for the
Interfaces on Transparent Threat Defense

OSPF Area 1

« Default action = how a threat defense handles traffic when no matching access control rule is available

« Intransparent mode, the threat defense blocks the routing traffic until you allow it in an access control policy

« To allow routing traffic , you have 2 option:

> Select a nonblocking policy as the default action (fewer steps to set up).

> Add an access control rule to allow desired traffic (more steps to set up).

-~ -
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Transparent mode

Deploying a Threat Defense Between Layer 3 Networks

Loopback0

222224

Threat Defense
BVI1: 192.168.1.1/24

Ethernet2
9 192.168.1.20/24

Ethernet1/1

Ethernet3
192.168.1.30/24

3.3.3.3/24

Inside Router

| IP Address Is Not Necessary for the |

@‘ Ethernet1/2

Outside Router Loopback0

Interfaces on Transparent Threat Defense

OSPF Area 1

You have to create new policy or edit default policy to allow routing protocols(or other) packets pass through

Create a New Access Control Policy

Intelligence

Network Analysis Policy

Depioy Q @ & @ adminv

| DNS | Import/Export

.lclnls'éloh e Overview Analysis Policies Devices Objects
D
Object Management | Intrusion
Access Control Policy Domain Status
Targetng 1 devices
AC Policy Global Up-to-date on all targeted devices

Last Modifhed

2021-08-14 08:58.00
Modifed by “admin”

g

—

Refer to Access Control Policy chapter

%Bé
|

Edit an Existing Policy

A W\
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