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URL Filtering

> You can enable this feature to content. prevent your network hosts from accessing a specific type of URL
» Without manual changes to the access control rule , by dynamic policy

> You can use the FMC to download the URL database directly from the Cisco cloud

» The cloud categorize the URL database that maintains the Web Reputation Index (WRI)

» WRI calculated dynamically based on age and history of the site, reputation and location of the hosting IP address,
and subject and context of the web

> Web Reputation Levels and Their Descriptions:
1)- Trusted (Well-known trustworthy)
2)- Favorable (Benign)
3)- Neutral (average with security risk)
4)- Questionable (Suspicious )
5)- Untrusted (High risk )
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URL Filtering
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URL Filtering _ _
When you select the Block action, the system automatically selects all

Block Action the reputation levels that are less trustworthy than your selected level.

» URL Categories and Reputations in the ACP

. . . ¥4 Enabied into Mandatory v
» If you use Allow action for a certain reputation level —
Action Lo
. . X v +
the FMC allows that + all higher benign levels 9o = =
Zones Networks VIAN Tags A Users Applications Ports URLs Dynamic Attritutes Inspection Logging Comments
W and URLs : + Waom B %ewm URLL(K ' B
+ If you use Block action for a certain reputation leve| | = = o e | S ’
ategory URLs 5 - Trusted | Acd 10 Rule |
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URL Filtering

» URL Categories and Reputations in the ACP

> Firewall loads the URL dataset into its memory for a faster lookup

» The Cisco cloud publishes two types of datasets in a URL database:

Available Memory

More than 3.4 GB
Less than or equal to 3.4 GB

Number of URLs in the Dataset

20 million URLs
1 million URLs

Block Action

When you select the Block action, the system automatically selects all
the reputation levels that are less trustworthy than your selected level.

Add Rule )
Name Insert
Enabled into Mandatory
Action Lo
© Block 8 None +
Zooes Networks VIANTags A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments.
Categories and URLs C +  Reputations Selected URLs (1)
© Search for a categoty Any Advertisements (Reputations 1-3) .
Category  URLs 5 - Trusted [
Any (Except Uncategorized) A T FAROVIRNS

Uncategorized

URL Categories

URL Reputations
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URL Filtering

1. Two types of datasets are published for local
install: 20 million URLs and 1 million URLs.

> URL Database Cisco Cloud (1)
Sevices: & o SRR Capture
s i and
9. If the management center fails to resolve a URL, Analyze

2. The management center obtains

it can send the query to the cloud. If the cloud
a URL dataset from the Cisco cloud. e,

lookup is disabled, the management center places
an unknown URL into the Uncategorized category.

Categorize

3. Depending on the size of URLs
available memory, the management
center installs a URL dataset locally

and loads it into its memory.

8. The management center performs a lookup on its
own URL database when it receives a request from
the threat defense. Because the management
center can have a larger URL dataset than threat

A defense, it should be able to resolve most of the

: URLs.
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4. The management center
disseminates the URL database
updates to the threat defense.

7. The threat defense resolves a URL into

5. Depending on the size of available Trackina Mill ¢
its category and reputation by looking up racking villions o New Unknown URL

memory, the threat defense installs a

URL dataset locally and loads it into its local URL cache. If it cannot, it forwards i D‘m‘gﬂs ang Can Be Resolved at
its memory. the query to the management center. NROHS s @ a Speed of 2500

IP Addresses URLs/Second
6. The threat defense inspects [ A— =,

the end-user traffic and
performs an immediate lookup
on its local URL database.
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URL Filtering

» Prerequisites:

v A URL Filtering license is necessary (the threat license is required before you enable URL Filtering.)

aha. Firepower Management Center

CISCO  Devices / NGFW Device Summary Overview Analysis Policies Devices Objects AMP Intelligence
——
FTD1
Cisco Firepower Threat Defense for VMware
Device Routing Interfaces Inline Sets DHCP
General PR ary License 4
Name: FTD1 Performance Tier : FTDv5 - Tiered (Core 4 / 8 GB)
Transfer Packets: Yes Base: Yes
Mode: Routed Export-Controlled Features: No
Compliance Mode: None Malware: Yes
TLS Crypto Acceleration: Disabled Threat: Yes
[ URL Filtering: Yes ]
AnyConnect Apex: No
AnyConnect Plus: No
AnyConnect VPN Only: No
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URL Filtering

» Prerequisites:

Check whether the URL Filtering Monitor health module is enabled in the current health policy

This module enables the FMC to generate alerts if it fails to deploy a URL dataset to FTD or fails to download the latest URLs

System > Health > Policy > select URL Filtering Monitor

ahal, Firepower Management Center

CISCO System / Health / Edit
Smart License Monitor

Snort Identity Memory Usage
Snort Statistics

Sybase Status

Threat Data Updates on Devices
Time Series Data Monitor

Time Synchronization Status
URL Filtering Monitor

Unresolved Groups Monitor

User Agent Status (deprecated)

VPN Statistics

Overview Analysis

Policies

Devices

Objects

AMP

Intelligence

Editing Policy: Initial_Health_Policy 2024-12-02 12:33:43 (Last modified:

2024-12-17 19:20:46)

Policy Name
Policy Description

Description
Enabled

Send critical alert after
(hours)

Send warning alert after
(hours)

| Initial_Health_Policy 2024-12-02 " |

| Initial Health Policy

URL Filtering Monitor

@ On

() off

Deploy Q

-~ -
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URL Filtering

» Prerequisites:
Make sure Cisco Cloud Services is enabled for URL Filtering

System > integration > Cloud services

ahan. Firepower Management Center

) ) Qverview Analysis Policies Devices Objects AMP Intelligence
CISCO System / Integration / Cloud Services
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
URL Filtering (@ AMP for Networks
Last URL Filtering Update: Never Update Now Last Local Malware Detection Update: 2021-06-15 08:51:02
() Enable Automatic Updates () Enable Automatic Local Malware Detection Updates
() Query Cisco Cloud for Unknown URLs C) Share URI from Malware Events with Cisco

Cached URLs Expire

| After 1 Week

Dispute URL categories and reputations [
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URL Filtering

» Prerequisites:

« The management center communicates with Cisco Cloud Services every 30 minutes
« But you can disable Automatic Update from Cloud service and create a scheduled task for URL database updates

System > Tools > Scheduling > Add Task

New Task
Job Type ‘ Update URL Filtering Database ‘
Schedule tasktorun () Once (® Recurring

Start On ‘ December v H 18 v || 2024 v | Asia/Tehran

‘ - - — -
Repeat Every | 1 | () Hours (® Days () Weeks (_) Months
¥
Run At ‘ 11:00 v H Pm v

Job Name ‘ Custom URL Datasetl ‘
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URL Filtering

» Prerequisites:

« If FTD blocks a connection during DNS resolution, a URL lookup for that connection is not necessary (improve performance)

» If you are not sure about unsure about the exact categories and reputations of any websites, you can search it :

Analyze > Advanced > URL

iy, 11 Overview Analysis Policies Devices
cIsco  URL
URLs:{Limit 250)
cisco.com
google.com
monster.com
URL Category
google.com Search Engines and Portals
cisco.com Computers and Intemet
monster.com Job Search

Objects

Intelligence Deploy Q @ & @ adminv

Reputation

Trusted

Trusted

Trusted
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URL Filtering

» URL Filtering Configuration

Blocking URLs of a certain category

> Policies > Access Control > Access Control > Add rule > URLs

Add Rule Q@
Name Insert
| URL-list1 | Enabled | into Mandatory v |
ehan Time Range
| @ Interactive Block v | Sl | None ¥ | +

Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Categories and URLs 4+ Reputations Selected URLs (3)

Q_ Search for a category

Category URLs
—

Arts
Astrology
Auctions

Bogon

Business and Industry

Cannabis

1< < Viewing 1-100 of 125 > >I

Any

5 - Trusted

4 - Favorable
2 - Questionable

1 - Untrusted

Apply to unknown reputation

Add to Rule

Adult (Reputations 1-2 and unknown) ]
Alcohol (Reputations 1-2 and unknown) v
Botnets (Reputations 1-3 and unknown) v
Enter URL ‘ | Add ]
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URL Filtering

> URL Filtering — Blocking the “Job Search” URL Category —

.||I.||I_ FMG

il Crvervew pnadysis Policies Devices Objects AR intelligence Deploy O @ 4 & admin~

» Blocking |

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Sedrch | predefined Searches

v |

* Allowing & connection Events
Il 203%-12-12 08:34:17 - 2020-12-12 10:45:12

« Handling | oL

* Search Constraints [Edit Search)

Conngclions with Application Detals Tabde View of Connection Events

Jump to
Source E
* First Pachet > FUCION, > :K?EP'r'lyr.rE = ?I?ll.;:all.lz-lﬂrpmt = ) URL x LRl Catlegory X :r:l'-uutlnn S :::rf::“ Canbred
- 2020-12-12 10-44-11 ] Biock 8620 / icp 443 [hitps) { top Fibtpes [ iweeesw dice ooam Job Search Trusted Job Search Fule
¥ 2020-12-12 104408 | Block 9619 / kcp 443 [htips) § tcp hitpes:fiwww. monster.com  Job Search Trusted Job Search Rule
b 2020-12-12 1004405 | Al 8609 [ wp 447 (mbipa) 7 bep Rt fihwwer googhe com  Search Engines and Portals  Trusted Dwiaiilt Action
Page 1 of 1 Displaying rows 1-3 of 3 rows
Wigw
Wiew All
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