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Licensing

Cisco Licensing Architecture

The Cisco Secure Firewall supports both smart licensing and classic licensing models

smart licensing classic licensing 

Provides a complete view. You can view the usages of 
all of your licenses and devices from  a single portal in 
real time

Provides a limited view. You are unable to view 
all of the licenses that are owned and used by 
your company

Supervision

Company-specific licensing.
You can apply licenses across any applicable devices 
in your company.

Device-specific licensing.
Licenses are specific to only one device.

Scope

A PAK is not required to complete registration
(Product Activation Key)

A PAK is required to unlock and register a 
device.

Activation

You can manage the smart licenses of your company using the Cisco Smart Software Manager (SSM) 
SSM : cloud-based web application at cisco.com



Licensing

Cisco Licensing Architecture

Cisco Smart Software Manager 
(SSM) cloud 



Licensing

Cisco Licensing Architecture

Cisco offers different architectures to enable smart licenses

• Direct cloud access

• On-premises server

• Offline access

1) Manager connects to the cloud directly over the Internet or via a proxy server.

2) After a successful registration, the Cisco cloud issues an ID certificate

3) The Smart Agent process uses this certificate to communicate with the Cisco cloud



Licensing

Cisco Licensing Architecture

Cisco offers different architectures to enable smart licenses

• Direct cloud access

• On-premises server

• Offline access

• No direct access to internet via FMC

• An on-premises version of the Cisco SSM server deployed from an OVA image 

• This server is registered to the Cisco Smart Licensing Cloud through the Internet



Licensing

Cisco Licensing Architecture

Cisco offers different architectures to enable smart licenses

• Direct cloud access

• On-premises server

• Offline access :

This is known as Permanent License Reservation (PLR).

✓ No need to connect to the Cisco SSM cloud application

✓ You can manually copy and paste licensing information between the management center and cisco.com

The PLR model offers two options for license reservation: 

➢ SLR: Specific License Reservation (for a specific limited period)

➢ UPLR : Universal Permanent License Reservation (for an unlimited term)



Licensing

Cisco Licensing Architecture

Activate SLR or PLR

• Connect to the FMC CLI (directly or via SSH)

• Enter to the Expert mode

• Type Sudo MANAGE_PLR.PL

• Select 2 to enable PLR mode

• You can do this steps for SLR license



Licensing

Cisco Licensing Architecture

Feature License

Base :
✓ Update the system
✓ Control applications and users
✓ Perform switching, routing, and NAT

Threat :
✓ Detect and prevent intrusion attempts
✓ Blacklist traffic based on intelligence
✓ Block transfer of certain types of files

Note : a Threat license is a prerequisite for Malware and URL Filtering

Malware : 
✓ Protect the network from malware, and 

enable malware defense feature (formerly 
AMP for networks and AMP Threat Grid)

URL filtering : 

✓ Filter URLs based on reputation and category

No separate purchase; included automatically during a 
device purchase

Expiry : Permanent

T: Threat license only

Expiry : term based

M: Threat and malware licenses in a bundle
AMP: Malware license only

Expiry : term based

TMC: Threat, Malware, & URL filtering licenses in a bundle
URL: URL filtering license only
Expiry : term based
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Cisco Licensing Architecture

Export-Controlled License

• The export-controlled functionalities utilize 
strong encryption

• A popular application of encryption is  
Remote Access Virtual Private Network (RAVPN)

• To stablish RAVPN you also need 
AnyConnect license 
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Cisco Licensing Architecture

General Workflow of Smart License



System

Device Registration

You can change management IP address of FTD via CLI (in case you need)

    “ configure network ipv4 manual <mgmt0 IP> <netmask> <gateway> management0 ”

       For example : Configure network IPv4 manual 192.168.1.200  255.255.255.0 192.168.1.1 management0

• Specify the manager in the FTD

• Enter the IP address of FMC and registration key (password)

“ configure manager add <FMC IP > <registration key> ”
For example :  configure manager add 192.168.1.250 P@ssw0rd 

In FTD

Note : as you configure manager IP , FDM will be disabled

To configure FTD locally via FDM , enter this commands:

✓ Configure manager delete

✓ Configure manager local 



System

Log Into FMC

• Under Device 

• Click Add / Device

Device Registration



System

• Enter the IP address of the FTD

• Type a name for that FTD

• Enter registration key (you entered in last stage)

• Group (optional)

• Access control policy : create a new one

• Select Tier : if you are registering virtual FTD

• Enable Malware , Threat , URL Filtering (license based)

• NAT ID (optional) : if there is NAT between FMC & FTD

• Click register

Device Registration



System

NAT ID (optional) : if there is NAT between FMC & FTD

• Specify a unique NAT ID on both sides

• But just specify FMC ip address on FTD (you don’t need to enter FTD ip address to into FMC)

Device Registration
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