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Cisco ISE / NAC

Cisco Identity Services Engine

802.1X and AAA by RADIUS / TACACS+
Network Access Control

Device Administration

Endpoint Profiling

Identity-Based Access Control

Posture management

Guest Access

Policy-Based Access Control
Certificate-Based Authentication

Cisco Firewall

Cisco FTD / FMC

Firewall Policy Design
Access Control Policy

NAT

VPN

IPS/IDS

Secure Administrative Access
Security Monitoring

¢ Firewall Hardening

Cisco Routing / Switching

Network LAN / WAN design
Cisco Routing & Switching
MikroTik Routing & Switching
VLAN , Network Segmentation
802.1Q Trunking
STP/RSTP / MST
EtherChannel / LACP

HSRP / VRRP / GLBP
Inter-VLAN Routing

IP Addressing & Subnetting Design
Static Routing

OSPF

EIGRP

BGP

Route Redistribution

Route Filtering

Routing Policy

IPv4 / IPv6

DHCP Relay

GRE IPsec VPN -

Network Troubleshooting

vSphere s)jls silxe yiuw 9 il »)
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VMware ESXi implementing

Windows Server Networking

e vCenter Server implementing / Configuration e Active Directory Domain Controller
¢ Virtual Networking (Standard/Distributed) e Group Policy
e Storage & Datastore Architecture (FC, ISCSI, NFS) e DNS Server
e vSphere Clustering and vMotion e DHCP Server
o DRS configuration o File Server
e High Availability (HA) e Active Directory Certificate Authority
o Fault tolerance implementing e WSUS
e Resource Management e NPS Server
e Virtual Machine Management ¢ Windows Server Hardening
e Update / Upgrade / Backup integration
¢ VMware Infrastructure Hardening
Al sl e iy olw yal S pSae ASuub S S 5 e ool
e Secure Management (local, AAA and elements) ¢ RouterOS / RouterBOARD
e Secure SNMP ¢ Switching / Bridge (VLAN, Access, Trunk)
e Port Security , DAl , IPSG e Routing (Static. RIP, OSPF)
e DHCP Snooping ¢ VRRP and Gateway Redundancy
e Secure Access Control o Firewall (Input / Forward / Output Filtering)
¢ Logging & Monitoring e NAT & Port Forwarding
e Policy Hardening e DHCP Server/ Relay
e VPN Security elements e NTP Server
e Logging e PPPoE Server
¢ Active Directory Hardening ¢ QoS & Bandwidth Management
e Group Policy Security e VPN (IPsec, L2TP, SSTP, WireGuard, GRE)
e Windows Server Hardening e Wireless implementation
e ESXi Hardening e Network Monitoring
e vCenter Security
¢ Role-Based Access Control

A +98-912-472-4512
MohsenKheradmand.com



Mohsen Kheradmand

Senior Network Consultant

—

wojen 9 22l a0,
el ( Plojlw ol ) g Al 2Blg sdojg p (gilwedly 9 (2lyb j0 00 ,mlS alll gl
CaeilBlS sl (5 (595 2 O5UsS sl 0350 55 s LAN/WAN (slo c3l s b s 5 53l ool « (b
LeeoMS Profiling g NAC § 802.1x (wlul 5 Sealils & ygm 4 aSis o)) )57 (s s el (pund g ol JLslo g5lo ooly v/
.. ¢ URL filtering, SSL Inspection, VPN ,Application Control sl» Feature g l» Policy (guu,S « NGFW (gla Jlg 18 (g5l ooly 4
Clustering g Storage infrastructure 5 vSwithing gou,Ss « a5 sla Host (s, (sjle (55l s 550l of, v/

(P! CasB) 059 9 31 (B 0 S

Olxusgd oboylw [ &8y ol

File server  Domain <l woaz sloygm 4 (L3 55w 5l me o VM Jlasl ¢ Virtualization oo sl

s Repository 3 Backup Lzl o lgs (g5l eoly 5 =)k « L5 5,50 sla POlICY 4 lbPErmission of ee 4 a0
0)5).1 G)LVJ Ao ‘J|5).>l.9 Lng PO“Cy )l ‘sﬁ.au 9 ROUtII’]g )b}l.w &J“"‘J‘lj ‘
4 a>55 L lo Permission 4 File server lail of, wyo> Domain Jals' gl of ) « a8 duaz 555 (505,50 .
) ohlw &8, es i

e Sndg ilo s (4SS o g o S Sl (B et S8 0 5L 390 el
File 5 0o cpels g3lailoly, « ESX (gilre el g JolS i o (LB jg5m Joygl ¢ JolS & jg0 4 oz ) cuai

Gilwaius « INtErVLAN-ROULING g aSiots Som gos (60,500 8 58 adgs Lo g oo VM i 0 a0l SEIVET | cousd (yg0ld &8 0
Jlopls cexsgTUne 3 APP U S slo 4Y

Wz 4 L8 sl LS 0,50 wledbl ! wyas File server glal ol ) ¢ (goi, S 5 aaz cyuels JolS g5l06l ol M o S
A (ke Aie ¢« a5 Kz g Sy Mol o g Firmware il 5, 4 (p L)

5 Permission sa,5; 4 File server il o, Domain s s3lail of, « AD integration b ;5 e yiws 4
Sl Sledas ¢ aSih Glomng w5 Kizugw Cardy (g loiius o 8lug il sl Hradening . l Policy
SAN , Backup

Sl sl 5k )50 )lse b s SIEM e casm slale J 28 slo g sl (eedle jom 5 s5lne 2l (b
5 olaisl DC lailoly 5 caai « gl yilins 5o s5pm Glamaw @3S 5 ol (s Oliies ybud po | loay Sbadl (55155,

LS Dlell o (ol 5 S DlbLS ) E3bs 5 (FBlagSole slojgpm JalS Sislo « 5L5 8 )90 (Sloems o
Certificate suu,5 « 8lus ,Sole CA server slail ol 802.1X yiws s NAC 50 S5 §ISE asg e 55l05l ol
bl glpas g 500,50  ISE g s PKI Jlis Lo 50,50 « Group Policy 5 CA Lawgs aSiis slyxodS sla

, . Sty cblad
Device (an,Ss 5 ISE o Profiling wgmw @ou,So o colaidl Glo adly bwg owjiiws mho g
Microsoft NPS g, lawss Administration
Wl eais zo Vb cad 0 a5 Al o g g LSSM‘ ¢ Ls‘l"L"‘)| sl 659 o Koo weyra> 9 slojlw sla ojg ™

Passive Networky S 5.8 colo g

Lol aSin (SOl Col 059 jo dles dyym (gl s« gilaie ol ogdle
Rack Layout e
b jg o 9 45t Sl 1 @
29y 9 A Dl el @
sa BBl (b Sl (b e
B +98-912-472-4512
MohsenKheradmand.com



Mohsen Kheradmand

Senior Network Consultant

N NNN_[WWSsssmsssssuuuw=siu

oigel 5o slad e 4y

com g el Voonn Sl i 5 il 5 3 ol dSnd gk 390l asls Jl 18 50> sl)ls gl 2 codlad LS 5
goyad LS ph g (Hed plojle sl caass slasyss lizl s (b 4z

TS5 p higel 35 e

Architecture — Configuration — Troubleshooting — Security — Hardening

2l as Jisl gl Lab-based § e slogs )l 5l ool

O N Ay g (il 0 panasd g oyg0

0,95 Job 9% &= 2y92 pb
celo 7 P Sz g 9 Sy o ke 9 (S90S (S 090 Cisco CCNA 200-301
celo o4t 9 48 ey SledST g5 9 Kiomigus g Sy, (saass 0,90 Cisco CCNP Enterprise (ENCOR+ENARSI)

el £+ S FTD (sl Jlg 16 (g0s0,500  paasss 0,90 Cisco CCNP SNCF 300-710
celo O+ 55 ISE Jguamma &g e g (500,500 Sl (caass 0,90 Cisco CCNP SISE 300-715
el 0 (32,5 5 2Led]) g (slo 4l ;0 Coviol a8 0y 000 Cisco CCNP SCOR 350-701
celw VY- 8lasg Solo 4 (slo gy (5958 ,Sey A8 g B ol 0,90 Microsoft MCSA 2022

el £ vSphere Jsyame sjlre cdlo pj ad ion B al 0,90 VMware VCP-ICM 8

el Y7 39,50 ROUterBOARD ¥ game (sais S a0ls 0,90 Mikrotik MTCNA

el 0 FortiGate 5,0 (o, Sy 4 pias 0,90 Fortinet NSE 4

celw VY 4 S guame g Ol (55l cpol 0329 0,90 O sle 654655 1) Hardening Course
celo YT A 4o Caal Sloo g b 090 (o bojle ¢l » laad) Security Plus

Sed oo ey S llinl slehad o Golul g pog3 ot b colazs] slaadlul wlal 5 slo 0,90 ples s ) axSS
)13 90925 (L 3,90 slekad 1) o (ol 53 bl 2 (255l 5 (o5 5 slo 093 (Ab Sl Y S
Dl (o0 955 ) jb Lo 50 5 (Sl 03l ey ASGD Lo 4l (59, 2 YL sl 090 plos ¥ AT

SIF &b 0395 Job LA 0599 pb
VECF STG ols e el Frxoygo A | (iS Glel V) cilu ) olbls )| oS, VCP-ICM-v8
VEF STL g 0 el £+ Caal 30 = 5 — 655 0 SO CCNP SNCF 300-710
VEF LSTL poy,8 el 1O+ SOC s — 5,5 o ¢ ()l 05 Ol plee CCNP Enterprise + CCNP SCOR
VE-F oblcaigas) el Veuye ST lgzadls = L seolST Microsoft MCSA 2022+ MTCNA
VEY oo B g0 Celw VY'Y 3T Glgzmails — oL seolsT Cisco & Microsoft Hardening
VFeY oo b e cels £+ Sl b gmails — oL seolsT CCNP Firewall SNCF 300-710
VEY LT ol e celo Yo x¥ G e ool by eplio) cluyy wlbls )| Security Plus
VEY 3TG ols,s el Vo e aSed Glake )5 2o )law — Hg5baly ol ) Server 2022— CCNA - VCP-ICM 8
VY 5ol g olels el VYo xY Ol 8 iSu g sVl sl e Server 2022- VCP-ICM8- Hardening
VEY siaul b o el 0 Sl3T b gmails — oW seolsT Cisco SISE 300-715
VEN 3T olo 5 celw VY- (g3 S1ye) el olbls)l Microsoft MCSA 2022
VRN g 0 — S )| el VYo xY (58 aslis) jgiS by wlbls )| Microsoft MCSA 2022
V) ot B o0 ,0 el VYo xY Cario Jlasl 5150 ¢ cila 5 olbls ) Microsoft MCSA 2022
S ,lae) il o FortiGate 5 Mikrotik . vSphere . Microsoft . CiSCO aiw; ;o sais |35 5 (Ceels oyf150) M oo 5 oise s YU o l50
(Sl 35290 S0 slo 0,93 0al 3,55, sl saus 9

A\ +98-912-472-4512
MohsenKheradmand.com



M.})}M

Mohsen Kheradmand

Senior Network Consultant

el st pleg s

Canol § ASl 00l oLl ydF (e s oyg0

0,99 &6 0,95 Job et S e 90,90 ol

YTAL-IYA. Sl Yo | (Ligspoe) (oryiis wdige — 5l 5 Sl Microsoft MCITP 2008 4, 6,90

\Ya. "os. 4> kg — 51585 FeaslS LodLS Cisco CCNA 640-802 (updated to 200-120) oo

1Yan "y 2L waige — ol 05 4l pac CCNP Route (640-902)-Switch (640-813) 90

YO YAy | " ey 2L waige — ol 05 4l puac Cisco CCIE Routing & Switching 350-001 40

AYa-vay "oy 2l waige — ol 05 4l puac Cisco CCNP Security (Updated to SCOR) o0

\Yas " A SS9, (T 0,90 Mikrotik MTCNA .40

\Fe . "e. eSSl s (DT 0590 Cisco CCNP Security SNCF 300-710 o,40

VE-) "g. S5l s DT 0590 Cisco CCNP Security SISE 300-715 o 55

VE "e. VCP 3l ile (o) 090 VMware VCP-DCV V7 o,40

\f*\" " f/\ ‘SAAJ)L’ 9 ‘S.»,Ji:‘ u.:y.:] 0)50 Fortinet NSE 4 0)50
Sl 9 &Sl a0y 5o dolalS

1390-2011 Cisco Routing-Switching Associate Gilas Computer CCNA R&S (Cisco)

1392-2013 Microsoft Network and Servers Prometric | MCITP 2008 (Microsoft)

1392-2013 | Cisco Routing -Switching Professional Asr-e-Shabakeh CCNP R-Sw-T(Cisco)
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Asr-e-Shabakeh Certificate
Mohsen Kheradmand

Has successfully completed the requirements and is recognized as a

Cisco Certified Network Professional-CCNP Security
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Mohsen Kheradmand

Has successfully completed the requirements and is recognized as a

Cisco Certified Network Professional-CCNP




