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Intrusion Rule

Cisco Firepower IPS Rules Fundamental

> 2 main methods that IPS detects intrusions

Signature based detection
» Detects based on signature of all knows attacks and intrusions are already encoded in the signatures

« Can not detect Zero-Day attack

Anomaly based detection
 In this method, Firepower is always learning and updating normal traffic pattern.
» Any traffic violating normal profiled pattern is assumed to be anomaly

« Can detect zero-based attack but has mostly false positive. (normal traffic incorrectly labeled as intrusion traffic)
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Intrusion Rule

Cisco Firepower IPS Rules Fundamental

Cisco Firepower IPS and Snort IR
. . Cisco Firepower Threat Defense for VMware
» Cisco Firepower IPS rules are based on open source Snort IDS software . . . et o
evice outing nierraces nliine sets
« Before Firepower version 6.7, Snort version 2 and after Firepower version 6.7, Snort
version 3 is used General —
Name: FTD1
» Snort Version 2 and Snort Version 3 are not compatible. Transfer Packets: Yes
. . . . Mode: Routed
 There is a snort convertor feature in new flrepower versions to change snort rules Commliance Mod "
. . ompllance ode: one
from version 2 to version 3.
TLS Crypto Acceleration: Disabled
alaln Elr_epolwer Management Center Overview Analysis Policies Devices Objects AMP Intelligence
CISCO Devices / Device Management
View By: ‘ Group v ‘
® All (1) ® Error (1) ® Warning (0) Offline (0) @ Normal (0) Deployment Pending (0) ® Upgrade (0) Snort 3 (1) | F—
nspection Engine
Collapse All Inspection Engine: Snort 3
(] mName Model Version Chassis | Revert to Snort 2 |
[ ]~ Ungrouped (1)
Moh Kherad dﬁ/ﬂ%
— @ FTD1 Snort 3 0. vionsenrhneraadaman
- 192.168.10.201 - Routed FTDv for Vware 70 N/A NS4




Intrusion Rule

Snort

» The IDS/IPS is powered by Snort

> Snort rules sniff network packets, detect malicious activities, generate alerts for users, or block any harmful packets

> A Snort rule is also known as an intrusion rule

> Intrusion rule has two policies: an intrusion policy and a network analysis policy

Add Rule (7]
Name Insert
‘ ‘ Enabled ‘ into Mandatory - ‘
Action Time Range
‘ © Allow v ‘ () = ‘ None v ‘+
Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
——
Intrusion Policy Variable Set
‘ Connectivity Over Security v ‘ ‘ Default Set v |/
File Policy
‘ None v |
. . 4 . . 7 D
Simple Options to Select the Built-in Intrusion Policy MohsenKheradmand&7ize
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Intrusion Rule

Snort policy components

« Network analysis policy : works with inspectors (in Snort 3) and preprocessors (in Snort 2) to normalize traffic.

 Intrusion policy : performs deep packet inspection.

alal, Firepower Management Center oveni _ . _ _ _ )
) ) ) ) o verview Analysis Policies Devices Objects AMP Intelligence Deploy Q admin v
CISCO Policies / Access Control / Intrusion / Intrusion Policies v ! 9 ploy @ {‘} o
I
( Intrusion Policies )Getwork Analysis Policies )
Show Snort 3 Sync status @ ‘ Search by Intrusion Policy, Description, or Base Policy All IPS Rules IPS Mapping l l Compare Policies l Create Policy
Intrusion Policy Description Base Policy Usage Information
mk Connectivity Over Security ﬁ e e Snort 2 Version Snort 3 Version # B[ ®

« Access control policy : filters specific network traffic and applies the network analysis and intrusion policies to it

AN
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Intrusion Rule

Network Analysis Policy

= Before deep packet inspection, the Snort engine decodes a packet into a standard format that a Snort rule can analyze easily
» This component is called a preprocessor (in Snort 2) or an inspector (in Snort 3)
* The Snort engine uses them in multiple phases to decode and normalize traffic

» Snort has many protocol-specific preprocessors or inspectors

» They can identify anomalies of packets, detect evasion techniques, or drop inconsistent packets

Packet Data Preprocessor or Inspection Log
Stream Acquisition Inspector Engine EAlert's
vents

A A
\

Y

Snort
Ruleset

« Network Analysis Policy occurs after Security Intelligence and SSL decryption, but before access control or intrusion policy

Logging

Plug-ins Database

-~ L)
\
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Intrusion Rule

Network Analysis Policy

( ™
Back Orifice
> Identity ACL (L7) QoS Host and User !
Policy > App, URL Classify Discovery ::::as-;::'ed
Restricted Malicious File Penstive Deta
File Type
===
Application Layer Transport and R
port and :
Inspector/ Network Layer Natwork Laver Intrusion
Preprocessor y Attempt
P Inspector/ Inspector/
Sec Intl (DCE/RPC, DNS, Preprocessor Preprocessor
URL, DNS g: Th:x‘:LP%?p' (IP Defragment, (L2-L4 Decode)
SMTP, SSH. TCP/UDP Stream)
SSL, etc.)
g
Snort Firewall
Engine Engine
Inbound > Ingress
Packet Interface
Outbound Egress
Packet < Interface
Block
e = /)
MohsenKheradmand
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Intrusion Rule

Intrusion Policy

An intrusion policy allows you to enable, disable, or set a rule state for matching traffic
After decoding and normalizing a packet, the threat defense uses the intrusion rules to perform deep packet inspection

An intrusion rule is written based on Snort rule syntax and contains the signature of a specific vulnerability

Secure Firewall supports Snort rules from various sources :

» Standard text rules:
- Written by The Cisco Talos in cleartext format. The Snort detection engine uses them to analyze packets.

> Shared object (SO) rules:
- Written by The Cisco Talos in the C programming language

> Preprocessor rules:
- Created by The Snort development team (use to control alerts that come from the preprocessors)

> Local rules:
- Custom Snort rules (using the built-in rule editor or by importing rules written in a plaintext file)
- If you obtain Snort rules from a third party, the system considers them to be local rules as well.

/AR
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Intrusion Rule

Access Control
ACL: L3-L4
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Fastpath Rule Match

Intrusion Policy
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< Blocked by the Snort Engine (Next-Generation Security Features) >

Egress
Interface
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Intrusion Rule

Intrusion Policy

Snort uses a unique generator ID (GID) and Snort rule ID (SID) to identify a rule

Type of Rule Identification Number

Standard text rule GIDis 1 SID is lower than 1,000,000.

Shared object rule GIDis 3

Preprocessor rule GID can be anything other than 1-3.
Local rule SID is 1,000,000 or higher.

AN
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Intrusion Rule

Intrusion Policy

 In Objects > Intrusion Rules , you can check all Firepower IPS rules (Snort version 2 or version 3 format)

Deploy Q

Firepower Management Center
ahaln ) p ) g Qverview Analysis Policies Devices Objects AMP Intelligence
CISCO  Objects [ Intrusion Rules [/ Snort 3 All Rules
I
Snort 2 All Rules Snort 3 All Rules Object Management ’
Intrusion Rules
< Intrusion Policy @
67 items Search Rule Grou .
A i Browser / Plugins
Description Rules for detecting exploits against Web browser plugins
All Rules
Rule Actions v Q, Search by CVE, SID, Reference Info, or Rule Message
Local Rules
2,552 rules
EXERRS ® , () resr BROWSER-PLUGINS Acer LunchApp.APIunc.... [@ Disable (Default)
Firefox (i ]
> [ 1370051 BROWSER-PLUGINS AAA EasyGrid DoSave... l @ Disable (Default)
Other (i ]
> [ ] 1:36868 [ BROWSER-PLUGINS IDAutomation IDAuto.B... l @ Disable (Default)
Chrome (i ]
» [] 1:32626 [4 BROWSER-PLUGINS Adabe Flash broker pri... l@ Disable (Default)
Internet Explorer (i ]
> [ 1:37007 [ BROWSER-PLUGINS AAA EasyGrid DoSave... l@ Disable (Default)
> Server (9 groups)
- A ] - .
> Policy (4 groups) > [ 1:36869 [ BROWSER-PLUGINS IDAutomation IDAuto.P... l@ Disable (Default)

Assigned Groups

Browser/Plugins

Browser/Plugins

Browser/Plugins

Browser/Plugins

Browser/Plugins

Browser/Plugins

Browser/Plugins

Alert Confi

None
None
None
None
None
None

None

A W\
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Intrusion Policy
» System-Provided Variable Sets

» A Snort rule supports variables to represent the source and destination IP addresses and port numbers
* It helps to deploy Snort rules in any network without modifying the original rule

» Secure Firewall comes with many default variables.

» The purposes of the system-provided variables are apparent in their names.

= Forinstance:

SHOME_NET, SEXTERNAL_NET:
- SHOME_NET includes the internal network resources that you need to protect.
- SEXTERNAL_NET specifies the external network that you are not responsible to protect

SHTTP_SERVERS, SDNS_SERVERS:
- These names are used to define the static IP addresses of the web servers and domain name servers.

SFTP_PORTS, SHTTP_PORTS:
- These names are used to define the port numbers of the FTP servers and web servers

/AR
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Intrusion Rule

Intrusion Policy

» System-Provided Variable Sets

Example :

Edit Rule 1:221:12

Message | PROTOCOL-ICMP TFN Probe

(View Documentation, Rule Comment)

Classification | Attempted Denial of Service

T ‘

Edit Classifications

Action | alert

Protocol | icmp

Direction I Directional

Source IPs | SEXTERNAL_NET

Destination IPs | SHOME_NET

Detection Options
icmp_id

‘ 678

Source Port ‘ any

Destination Port ‘ any

<> X

A W\
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Intrusion Rule

Intrusion Policy

» System-Provided Variable Sets

afa]n FMC

CISCO  (Object Management

Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q é’ I+ @ adminv

Sinkhole

SLA Monitor Variable Set Object Management @ | Q_ Filter |

Intriicinn Rulae

Time Range _ Edit Variable Set Default-Set P
Variables represent value esses and ports.You can also use
Time Zone variables in intrusion poli and dynamic rule states.
Name:
Tunnel Zone Default-Set
URL Name Description:
Variable S This Variable Set is system-providt
Sllel ol Default-Set 2 Set is system-pr... rd |
VLAN Tag m @
> VPN Variable Name Type Value i 1€ £ Page ‘ 1 |0f 1> > C
FTP_PORTS Port [21, 3535, 2100] s
. GTP_PORTS Port [2152, 2123, 3386] ’
Default Values of the Snort Variables Set
. HOME_NET Network any K
* You can edit default-set
HTTP_PORTS Port [16000, 8243, 3057, 7778, 8008, 83, 434..] ’
 QOr create a new custom set by
HTTP_SERVERS Network  HOME_NET s 7R
MohsenKheradmand&iz®
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Intrusion Rule

Intrusion Policy

» System-Provided Variable Sets

Defines Select a : Operator Variable to o
Action for Protocol Di?irrltaezlgzzraée SP?::L:‘:.E'? Defines Define g‘;ﬁ';ﬁﬁ;
Matching for Traffic Destination IP

Packet Analysis IP Address the Packet Direction Address Packet

Sample:
Snort rule 1:718 , demonstrate the
operation of an intrusion policy

( Rule Options ]
,f'-‘-“-‘--‘-'-“-‘"'"’j“'"-‘-“-“'-"‘-“-"‘

. |

$STELNET_SERVERS 23 SEXTERNAL_NET any

{ | H.

alert tcp

% s

- —— i - -
i |

[Ftula Header]

i

(
msg:"PROTOCOL-TELNET login incorrect”; --»

Displays a Message on the GUI when a Rule Triggers

flow:to_client,established; ---3= | Defines the Traffic Flows for Which a Rule Is Applied
content:"Login incorrect”; ---p= | Searches for Specific Content in the Packet Payload
metadata:ruleset community, service telnet; --- | Associates Additional Info with a Rule for Future Use
classtype:bad-unknown; ---p | Categorizes a Rule into a Certain Type of Attack
sid:718; -3 | Maps a Rule with a Unique Number

rev:16; ----e-ccccsscccciiciiiiiaiiiiiiicicincene | Increases by One Whenever a Rule Is Revised

2
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Intrusion Rule

Intrusion Policy

» System-Provided Base Policies
Secure Firewall software comes with several preconfigured network analysis and intrusion policies.

You can deploy one of them directly, or use one as a baseline for your custom intrusion policy:

- Balanced Security and Connectivity:
- This policy address the critical vulnerabilities while maintaining system performance

« Connectivity over Security:
- This policy Prioritizes connection speed by reducing the detection of older or less critical vulnerabilities.

« Security over Connectivity:
- Prioritizes network security over connectivity by more rules to drop offending traffic over the other default policies.

« Maximum Detection:
- In this policy, Security has supreme priority over business continuity.
- Users may experience latency, and a threat defense may drop some legitimate traffic.

* No Rules Active
- Create an empty intrusion policy with all the intrusion rules disabled

/RN
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Intrusion Rule

Intrusion Policy
« System-Provided Base Policies

Cisco uses the Common Vulnerability Scoring System (CVSS) score to determine whether a rule should be
enabled in a system-provided policy

Intrusion Policy CVSS Score Age of Vulnerability

Connectivity over Security 10 Current year plus two prior years
Balanced Security and Connectivity 9 or higher Current year plus two prior years
Security over Connectivity 8 or higher Current year plus three prior years
Maximum Detection 7/5 or higher All the years since 2005

Base Policy

Balanced Security and Connectivity <
Balanced Security and Connectivity

Connectivity Over Security

Maximum Detection

No Rules Active ﬂ
Security Over Connectivity MohsenKheradmand NS4
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Intrusion Policy

« System-Provided Base Policies

» Cisco releases rule updates periodically

« Latest ruleset can be downloaded automatically from the cloud and install it by a scheduled task in FMC
* You can also manually download a rule update file and upload it to the FMC for installation

» Each rule update comes with a unique ruleset

» The Maximum Detection policy and Security over Connectivity policy have more intrusion rules than the others

A W\
MohsenKheradmand&iz®
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Intrusion Rule

Intrusion Policy

—

« System-Provided Base Policies Low

p
4
%
4

No Rules Active

Differences Between the System-Provided Policies

, Coverages, and Processing Overheads Connectivity over Security

Balanced Security and Connectivity

peaylanQ a|ny

< abesn Alowe pue NdD

Age of Vulnerability

Security over Connectivity

Maximum Detection

<Number of Threat Coverage

Tips:

High

« Cisco releases rule updates periodically
« Latest ruleset can be downloaded automatically from the cloud and install it by a scheduled task in FMC
* You can also manually download a rule update file and upload it to the FMC for installation

« Each rule update comes with a unique ruleset

« The Maximum Detection policy and Security over Connectivity policy have more intrusion rules than the others

AW
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Configuring a Network Analysis Policy

» Policies > Access Control > Intrusion >> Network Analysis Policies tab

il Flrepower Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deplo i
adminv
CISCO  Policies [ Access Control / Intrusion / Network Analysis Policies v ) 9 ploy - Q @ 0
I
Intrusion Policies Network Analysis Policies
[ —- - . - - - ’ i - P
Q Filter by Policy Name, Description, or Base Policy NAP Mapping @ l l Compare Policies l Create Policy
Create Network Analysis Policy X U
Name*
[ NAP policy] ]
Description

» Click Create policy

‘ prevention policy ‘

« Enter a name for created policy inspection Mode

° Select Inspectlon mode (*) Detection (® Prevention

Intrusion rule actions are always applied. Connections that
match a drop rule are blocked.

» Select Base Policy

o Save Base Policy

Balanced Security and Connectivity ‘

A W\
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Intrusion Rule

Configuring a Network Analysis Policy

ahali. Firepower Management Center

) i ) ) o Overview Analysis Policies Devices Objects AMP Intelligence Deplo adminv
CISCO Policies / Access Control / Intrusion / Intrusion Policies Y ! 9 ploy - Q @ {} 0
I
Intrusion Policies Network Analysis Policies
Hide Snort 3 Sync status @ ‘ Search by Intrusion Policy, Description, or Base Policy All IPS Rules IPS Mapping @ l l Compare Policies l Create Policy
Intrusion Policy Description Base Policy Usage Information
11 No Access Control Policy

Balanced Security and Connectivity

> Snort 3 is in sync with Snort 2 No Device

You can edit policy rules but :

» A network analysis policy is an advanced feature
» Misconfiguration of policy can impact the traffic flow and system performance
* Only expert users should modify its settings when necessary

« When you click Edit, a warning message will be shown

Snort 2 Version Snort 3 Version

.IE'EB'!“

Warning

A Customizing Network Analysis Policy is an advanced feature
targeted at expert users. Make sure that you understand
that editing a Network Analysis Policy can impact the traffic
and performance. We recommend that you make an
informed decision before editing the Network Analysis
Policy.

Do you want to continue?

AN
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Intrusion Rule

Configuring a Network Analysis Policy

Editing the Network Analyses Policy (advanced configuration )
s

< Network Analysis Policies

NAP Configuration Guide

Policy Name | NAP policy

Used by: No Access Control Policy | No Device

Mode | Prevention Base Policy Balanced Security and Connectivity

Description prevention policy

Inspectors

» - with Search by entering any text
overrides

[] Show Overrides Only Actions

> arp_spoof
> binder

> cip

> dece_smb

> dce_tcp

> dnp3

Default Configuration (Balanced Security and Connectivity) &g Overridden Configuration & | # |

"ftp_client™ : {

“type”™ : "multiton”,

"instances" : [

I
L

AN
MohsenKheradmand&iz®
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Configuring an Intrusion Policy

 Policies > Access Control > Intrusion >> Intrusion Policies tab

.lclllf:élol‘ Elﬂgiofigsﬂao?targ?mﬁgotncﬁ‘:-r]}gc:w Colicies Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ ¥ © adminv
—
Intrusion Policies Network Analysis Policies
Hide Snort 3 Sync status @ | Q_ Search by Intrusion Policy, Description, or Base Policy . All IPS Rules IPS Mapping @ l [ Compare Policies l
Create Intrusion Policy X
Name*

‘ My-Intrusion-Policy ‘

» Click Create policy

Description

» Enter a name for created policy | |

» Select inspection mode Inspection Mode

) Detection (® Prevention

» Select Base Policy

Intrusion rule actions are always applied. Connections that
match a drop rule are blocked.

« Save

Base Policy

Balanced Security and Connectivity v l

A W\
MohsenKheradmand@iz®
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Configuring an Intrusion Policy

> Intrusion Rule Recommendations

= Intrusion rule recommendations enables you to optimize the ruleset in your intrusion policy
By this feature :
>The FTD analyzes your network discovery data
>> Correlates them with any associated vulnerabilities in the Vulnerability Database

>>> and recommends intrusion rules that are relevant only to your network environment

* You should use intrusion rule recommendations after the majority of the hosts in your network are discovered

« The intrusion rule recommendations feature is disabled, by default

/AR
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Configuring an Intrusion Policy

> Intrusion Rule Recommendations

Rule Recommendations Setup
Based on the Snort 3 Editor

1) Click recommendation

2) Select Security Level Firepower Rule Recommendations
3) Add desired Protected network Security Level (Cick tios to select sizo)
4) Click Generate and Apply Accopt Recommendation to Disabie Ruios ©

Higher EMciency - Koeps exsting rules that match potensal vulnerabiites on
SISOV DO ANG Gables fuled 1o VUINeAabInes Aot found on tha network

Protected Networks @

IPv4-Privatle-192.168.0.0-16 v, Add +
Fve-Private- 102 auoo-w:‘-@ @

Cancel Ganerate E Genarate and Apply

I Snort 3 recommendation was introduced in software version 7.1. MohsenKheradmand@
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Configuring an Intrusion Policy

bLpe Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ &+ © adminv

> Intrusion Rule Recommendations

Intrusion Policies Network Analysis Policies

Rule Recommendations Setup Policy Information Firepower Recommended Rules Configuration < Back

Rules

Based on the Snort 2 Editor Firepower Recommendations R e

» Advanced Settings Include all differences between recommendations and rule states in policy reports

1) Click Snort 2 rule editor Pokicy Layers Advanced Settings

Networks to Examine

Networks

192.168.0.0/16 ‘—

2) Click Firepower Recommendation

3) Enter the network that you want to
protect with the intrusion policy

4) Select Recommendation threshold Firepower Recommended Rules Configuration

Recommendation Threshold{By Rule Overhead)

5) Click Generate or Generate and Use

None Low Medium High
| | |

6) go to the Policy Information page

Accept Recommendations to Disable Rules

7) save the changes by clicking the
Commit Changes

Note : Higher Threshold = higher processing overhead MohsenKheradmandﬁ/ﬂ%
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Intrusion Rule

Configuring an Intrusion Policy

> Enabling or Disabling an Intrusion Rule

Al Firepower Management Center

Overview Analysis Policies Devices Objects AMP Intelligence Deplo admin v
CISCO  Policies [ Access Control / Intrusion / Intrusion Policies v ! 9 ploy - Q @ {:I' o
I
< Intrusion Policy
Policy Name | My-Intrusion-Policy Used by: No Access Control Policy | No Device
Mode | Prevention Base Policy Balanced Security and Connectivity

Disabled 36173 Alert 467 Block 8320 Owverridden O

Rule Groups Back To Top

) Q
ST items Search Rule Group T Browser / Internet Explorer Exclude

Excluded | Included | Overridden

Security Level mmmm—_ 1 Edit

All Rules Description Rules for detecting exploits against the Internet Explorer Web browser
Rule Action v Q_ Search by CVE, SID, Reference Info, or Rule Message
~ Browser (6 groups)

2,700 rules Preset Filters: 6 Alert rules | 1,490 Block rules | 1,204 Disabled rules | 0 Overridden rules | Advanced Filters
WebKit [ ] O GID:SID Info Rule Action Assigned Groups Comments
Plugins o ° []  1:28496 [ BROWSER-IE Microsoft Internet Explorer createRang... | i Alert (Default) v Browser/Internet Explorer - |

Block
< = . ] L : - [ ]
Firefox [ ] > [ 1:32478 [} BROWSER-IE Microsoft Internet Explorer CSecurityC... Alert (Default) Browser/Internet Explorer
— Disable
Other o > 1:32479 [ BROWSER-IE Microsoft Internet Explorer CSecurityC... © Browser/Internet Explorer -
“> Revert to default

Chrome [ ] . . i 1

> [ 1:26633 [] BROWSER-IE Microsoft Internet Explorer html reload... | A Alert (Default) | Browser/Internet Explorer -

Internet Explorer [Ty = .
> [ 1:31621 [ BROWSER-IE Microsoft Internet Explorer onreadysta... | A Alert (Default) | Browser/Internet Explorer -

> Server (8 groups)

) AN
Snort 3 editor MohsenKheradmand&7ize®
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Intrusion Rule

Configuring an Intrusion Policy
» Enabling or Disabling an Intrusion Rule

« There are thousands of intrusion rules in FTD (many of them are enables and many are disabled

aliah, Firepower Management Center ) ) ) , , .
€ISCO  Policies | Access Control / Intrusion / Intrusion Policies Qverview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ {} 0 admin v
—
< Intrusion Policy
1 ) CI . k S 3 I d . Policy Name | My-Intrusion-Policy Used by: No Access Control Policy | No Device
Mode ‘ Prevention Base Policy Balanced Security and Connectivity

Disabled 36173 Alert 467 Block 8320 Overridden 0

2) from the Rule Groups select your group

Rule Groups Back To Top

3) Select RUIe ACt'On Of 'the deS"‘ed Rule 51 items Oéearch Rule Group +  Browser / Internet Explorer Exclude

Excluded | Included | Overridden ) )
Security Level mmmm 1 Edit

All Rules Description Rules for detecting exploits against the Internet Explorer Web browser

4) NO need to Save any Change Rule Action v Q Search by CVE, SID, Reference Info, or Rule Message

~ Browser (6 groups)

2,700 rules Preset Filters: 6 Alert rules | 1,490 Block rules | 1,204 Disabled rules | 0 Overridden rules | Advanced Filters
WebKit [ ] \:\ GID:SID Info Rule Action Assigned Groups Comments
Plugins e O 1:28496 [ BROWSER-IE Microsoft Internet Explorer createRang... | |4 Alert (Default) v Browser/Internet Explorer L] |
Block
Firefox [ ] > \:\ 1:32478 [ BROWSER-IE Microsoft Internet Explorer CSecurityC... Alert (Default) Browser/Internet Explorer -
— Disable
Other [ > [ 1:32479 [ BROWSER-IE Microsoft Internet Explorer CSecurityC... © Browser/Internet Explorer -
“> Revert to default
Chrome [ ]

> 1:26633 [4 BROWSER-IE Microsoft Internet Explorer html reload... ‘ A Alert (Default) ‘ Browser/Internet Explorer -

Internet Explorer (-] - —_—
> [ 13[4 BROWSER-IE Microsoft Internet Explorer onreadysta... ‘ A Alert (Default) ‘ Browser/Internet Explorer L

> Server (8 groups)

AW
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Intrusion Rule

Configuring an Intrusion Policy

» Enabling or Disabling an Intrusion Rule

A, Firepower Management Center

CISCO  Policies | Access Control / Intrusion / Edit Policy

Intrusion Policies Network Analysis Policies

Policy Information Rules

Rules

Firepower Recommendations Rule Configuration
; Rule Content
> Advanced Settings e
app-detect

> Policy Layers browser-chrome

browser-ie
browser-other
browser-plugins
browser-webkit
content-replace
decoder
exploit-kit
file-executable
file-flash

Classifications

Microsoft Worms
Platform Specific
Preprocessors
Priority

Rule Update

Microsoft Vulnerabilities

Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ #+ @ adminv
——
< Back
Filter:
| Category:"browser-firefox" > | 0
1 selected rule of 305
| Rule State v Event Filteringv  Dynamic State v Alertingy  Comments v Policy v ‘
(] cp sID Message -+ @YY O m
1 25233 BROWSER-FIREFOX appendChild multiple parent nodes stack corruption attempt |
I:I 1 25232 BROWSER-FIREFOX appendChild multiple parent nodes stack corruption attempt
I:I 1 52430 BROWSER-FIREFOX lonMonkey MArraySlice buffer overflow attempt
I:I 1 52431 BROWSER-FIREFOX lonMonkey MArraySlice buffer overflow attempt
[ 1 32244 BROWSER-FIREFOX Mozilla 1.0 Javascript arbitrary cookie access attempt
I:I 1 1841 BROWSER-FIREFOX Mozilla 1.0 Javascript arbitrary cookie access attempt
I:I 1 29625 BROWSER-FIREFOX Mozilla Array.reduceRight integer overflow attempt
<[ o7
O

Snort 2 editor

-~ -

MohsenKheradmand€7iz9
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Intrusion Rule

. . . . I::Illslélol. f!rggowigfvaon?gem??;ngr?tti: - Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ {:I- 0 admin v
C O nfl g u rl n g a n I nt ru S I O n PO I ICy Intrusion Policies Network Analysis Policies
» Enabling or Disabling an Intrusion Rule Policy Information 4 RIS
Rules
Firepower Recommendations Rule Configuration Filter:
Rule Content
> Advanced Settings Category | Category:"browser-firefox" X ‘ L)
CI k S I d. app-detect 1 selected rule of 305
1) Click Snort 2 rule editor — T | | |
Rule State v Event Filtering v Dynamic State v Alerting v Comments v Policy v ‘
browser-ie

[ @D SID Message T > @Y Oom
browser-other —

2) Click Rule

browserfplugivs 1 25233 BROWSER-FIREFOX appendChild multiple parent nodes stack corruption attempt |
browser-webkit
3) Se I ect yo u r d e Si red Ru Ie content-replace \:\ 1 25232 BROWSER-FIREFOX appendChild multiple parent nodes stack corruption attempt
decoder
exploit-kit \:\ 1 52430 BROWSER-FIREFOX lonMonkey MArraySlice buffer overflow attempt
. . file-executable
4) C I IC k S h ow D et al I S file-flash [ 52431 BROWSER-FIREFOX lonMonkey MArraySlice buffer overflow attempt
Classiications [ 32244 BROWSER-FIREFOX Mozilla 1.0 Javascript arbitrary cookie access attempt
Microsoft Vulnerabilities -
5) C h a n g e Ru I e St ate O r O‘t h e r S et‘t I n g S Microsoft Worms [ 1841 BROWSER-FIREFOX Mozilla 1.0 Javascript arbitrary cookie access attempt
Platform Specific
Preprocessors \:\ 1 29625 BROWSER-FIREFOX Mozilla Array.reduceRight integer overflow attempt
Priority —
Rule Update 1< < ‘; of 7 > |
&
Classifications e Set rule state for "APP-DETECT 360.cn
Microsoft Vulnerabilities - 7 . . SafeGuard local HTTP management console (7]
) Rule State ¥  Event Filtering v  Dynamic Statev  Alertingv  Comments v ‘ Polic
Microsoft Worms access attempt"
win32/allaple -
GID SID M T 1
win32/berbew . ——
win32/bobax — ] State
win32/bugbear Hide details [< I Disabled v l
in32/chir
win32/codbot (1:28071) APP-DETECT 360.cn SafeGuard local HTTP management console access attempt CEIEEE BT b
win32/conficker Drop and Generate Events
win32/ganda Rule State Disabled Disabled pncel m
win32/gaobot
i . . Firepower Recommendation
win32/gimmiv.a
win32/korgo Rule Overhead -

win32/maslan

Thresholds (0)

Add
Platform Specific -~ '
Preprocessors Suppressions (0) m MOhsen Kherad man_d.é!t:ﬂ’?
Priority \_/

Rule Update Dynamic State (0)
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Configuring an Intrusion Policy

» Enabling or Disabling an Intrusion Rule
« Finally, Go to the Policy Information page. save any changes by clicking the Commit Changes button

Intrusion Policies Network Analysis Policies

Policy Information Policy Information < Back

Rules
vrop wnen iniine

Firepower Recommendations
> Advanced Settings
Base Policy # Manage Base Policy

> Policy Layers
Balanced Security and Connectivity v

The base policy is up to date (Rule Update 2021-05-03-001-vrt)

This policy has 8816 enabled rules # Manage Rules
— 472 rules generate events © View
@8344 rules drop and generate events © View

MNo recommendations have been generated. Click here to set up Firepower recommendations.

This policy contains enabled preprocessor rules. Please read the rule documentation to ensure the preprocessors have the correct settings for these rules

l Discard Changes l Commit Changes
r '

MohsenKheradmand&iz9
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Policy Deployment

 Policies > Access Control > Access Control

» Create a new Policy or edit existing Policy

 Click Advanced

» Network Analysis and Intrusion Policies > click edit

ahah. Firepower Management Center

CISCO Policies [ Access Control / Policy Editor

FTD1-Policy

applicable to FTD1

Rules Security Intelligence HTTP Responses

Network Analysis and Intrusion Policies

Intrusion Policy used before Access Control rule is
determined

Intrusion Policy Variable Set

Default Network Analysis Policy

Overview Analysis Policies Devices
I
Logging Advanced
I
%

No Rules Active

Default-Set

Balanced Security and Connectivity

Objects AMP Intelligence

Prefilter Policy: Servers Prefilter

——— e ——

Applied from Installed Rule Update
Packet Handling

Rule Handling

Rule Handling - Threshold (microseconds)

Rule Handling - Consecutive Threshold Violations
Before Suspending Rule

Deploy Q @ %+ @ adminv

Analyze Hit Counts l

Cancel

Inheritance Settings | Policy Assignments (1)

SSL Policy: None Identity Policy: None

true
Disabled
Enabled

512

AN
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Policy Deployment

Edit Network Analysis and Intrusion Policies

« Select the Intrusion Policy that you have created
« Select Variable Set ( can be leave default)
« Select Analysis Policy that you have created

« Click Ok

* Note : you can use custom Analysis Rule or edit
the existing in this windows

Network Analysis and Intrusion Policies

Intrusion Policy used before Access Control rule is determined

‘ My-Intrusion-Policy v ‘f

Intrusion Policy Variable Set

‘ Default-Set v ‘ rd

Network Analysis Rules

No Custom Rules Network Analysis Policy List

Default Network Analysis Policy

‘ NAP policy v ‘,i

Revert to Defaults

e |

AN
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Policy Deployment

FTD1 = pO“CV You have unsaved changes | Analyze Hit Counts l

applicable to FTD1

Inheritance Settings | Policy Assignments (1)

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Servers Prefilter SSL Policy: None Identity Policy: None
I
Filter by Device ‘ Y Search Rules X | [ ] show Rule Conflicts @ -+ Add Category + Add Rule
Source Destinat...
Source Dest Source Dest VLAN . Source R R - -
# Name Zones Zones Networks Networks Tags Users Applicat... Ports Dest Ports URLs Dyn.amlc Dyn.amlc Action h’; ] ?. }3 E [ -I:I-
Attributes Attributes

~ Mandatory - FTD1-Policy (1-2)

IT-Admins -
1 Clients-to-int  Any Internet sales-PCs Any Any Any Any An Any An Any Any © Monitor B o |
Production
2 IT-to-SRVs  Any Any IT-Admins  Servers Any Any Risks: High; -, Any A y - 0/ W
) ’ : AnyDesk ’ Access Control:Block all traffic
~ Default - FTD1-Policy (-) Access Control:Trust All Traffic
There are no rules in this section. Add Rule or Add Category Access Control:Network Discovery Only

--System-Provided Policies--
Intrusion Prevention: Maximum Detection
Intrusion Prevention: Security Over Connectivity
Intrusion Prevention: Balanced Security and Connectivity

Intrusion Prevention: Connectivity Over Security

--User Created Policies—-

Intrusion Prevention: My-Intrusion-Policy

Default Action ‘ Intrusion Prevention: My-Intrusion-Policy v

« For any traffic that does not match any access control rule, select a system provided or custom intrusion policy
as the default action

AW
MohsenKheradmandg‘Bys
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Policy Deployment

* You can also set an inspection policy per access control rule

Editing Rule - IT-to-SRVs

Name
‘ IT-to-SRVs

Action

‘ @ Interactive Block v ‘

Zones Networks

VLAN Tags

\ Enabled Move

Time Range

E None

v:|+

A Users Applications Ports URLs

Dynamic Attributes

Inspection
I—

Logging Comments

Intrusion Policy

None v ‘

None

--System-Provided Policies--
Connectivity Over Security
Balanced Security and Connectivity
Security Over Connectivity ‘h
Maximum Detection

--User Created Policies--

My-Intrusion-Policy

Variable Set

Default Set v

» Note : the Intrusion Policy can be specified only by Allow action or interactive block

AW
MohsenKheradmandg&};
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> Intrusion Policy Recommendations

« If you want to match and filter packets based on 5-tuple, use ACP or Prefilter than Intrusion Policy

« Select the “Balanced Security and Connectivity policy” as the base policy when you create a new network analysis policy
and intrusion policy (better performance)

« Use the intrusion rule recommendations feature within the intrusion policy

« Enhance detection by selecting both advanced options : Adaptive Profiles and Enable Profile Update

Rules Security Intelligence HTTP Responses Logging Advanced
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yes
Enable reputation enforcement on DNS traffic Yes
e e R R Detection Enhancement Settings Q

Identity Policy Settings

Identity Policy

SSL Policy Settings

) Detection Enhancement settings are enabled in Snort 3 only if the 'Enable Profile
Updates' check box is selected.

Enable Enable Profile Updates

Adaptive Profiles - Attribute Update Interval

| 0 |

Adaptive Profiles - Networks

| 0.0.0.0/0 |

Prefilter Policy: Servers Prefilter

Settings

Ignore the VLAN header when tracking
connections

Detection Enhancement Settings
Adaptive Profiles

Adaptive Profiles - Enable profile updates
Adaptive Profiles - Attribute Update Interval

Adaptive Profiles - Networks

S5L Policy: None Identity Policy: None

~

No

Enabled
Enabled
60

0.0.0.0/0

A W\
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> Intrusion Policy Recommendations

If you want to match and filter packets based on 5-tuple, use ACP or Prefilter than Intrusion Policy

Select the “Balanced Security and Connectivity policy” as the base policy when you create a new network analysis policy
and intrusion policy (better performance)

Use the intrusion rule recommendations feature within the intrusion policy

Enhance detection by selecting both advanced options : Adaptive Profiles and Enable Profile Update

For IPS deployment , use the ingress and egress interfaces as an inline interface pair (inside an inline set)

For IDS deployment , deploy the FTD in inline tap mode instead of in passive mode (can switch to inline mode faster)

In Passive mode, ensure that Adaptive Profiles option is enabled

(Policies > Access control > Advanced >Detection Enhancement Settings > Adaptive Profiles)

It enables the FTD to adapt intrusion rules dynamically based on the metadata of the service, client application, and
host traffic.

In firewall mode, better to select Routed mode, (however, you can use transparency or a bump in the wire, by using
inline mode like transparent mode which has less configuration overhead)

AN\
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NS4




Intrusion Rule

Verification
« If the traffic carry a signature of any vulnerability, the FTD trigger an intrusion alert for it

« InIPS mode, FTD would block and in IDS (inline-tap or Passive mode) , FTD generates an alert

Telnet Server

Example : IP 192.168.1.200
« Using simple Snortrule 1:718 J = e Secure Firewall Intrusion Policy
.g 2 Snort Variable Set
()]
» External user wants to telnet A Server Runs the Telnet SHOME_NET: 192.168.1.0/24
i Service (for Testing SEXTERNAL_NET: ISHOME_NET
to internal network Purpose Only) STELNET_SERVERS: 192.168.1.200
» If you enter incorrect

credentials, the server sends

the Login incorrect message Internet

Management
Network
Management
Center

« And the FTD blocks Any e
subsequent connection
attempts via telnet

(]

L« —/
TS
S 2 External User
g S End User

>
O IP 192.168.1.100

AN
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Verification

There is 2 method to check events
« Connection Events page

* Intrusion Events page

Analysis > Connections > Events

el FMC

CISCO [Events aor

Analysis Policies Devices

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search pf.d.fm.d Searches v -

Connection Events taac sorsow)

No Search Constraints (Edit Search)

Connections with Application Details Table View of Connection Events

Objects

AMP Intelligence Deploy Q @ £ © adminv

11 2021-12-25 12:04:31 - 2021-12-25 15:34:55

Expanding
oonter s | SEETSPRL i | Pasamroe s | pren
£2192.168.1.200 36146 / tcp 23 (teinet) / tcp S
£ 192.168.1.200 36144 [tcp 23 (teinet) / tcp e =
£ 192.168.1.200 36142 /tcp 23 (tetnet) / tcp >
[ 192.168.1.200 36140 /tcp 23 (tetnet) / tcp

Jump to
4 First Packet x Action x Reason x Inltiator IP x
v 2021-12-251533:44 Allow £ 192.168.1.100
v 2021-12-2515:25:01  Aliow £ 192.168.1.100
v 2021-12-2515.17.36 Block Intruséon Block 1 192.168.1.100
- 2021-12-2515.16.00 Allow 2 192.168.1.100
Page 1 of 1 Displaying rows 1-4 of 4 rows
View
Rule Action: Block
View All

Interface Mode: Inline
Inspection Mode: Prevention

The first connection was allowed. No intrusion
event was generated for it, because the user
was able to log in successfully.

Rule Action: Block
Interface Mode: Inline-Tap
|n§pection Mode: Prevention _

Rule Action: Block
Interface Mode: Inline
Inspection Mode: Detection

MohsenKheradmand
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Intrusion Rule — _
No intrusion event was generated for Rule Action: Block

the first connection because the user Interface Mode: Inline-Tap —
Verification was able to log in successfully. Inspection Mode: Prevention
“cl"s'élo" FMC  Overview Analysis Policies Devices Objects AMP  Inteligence Deploy Q @ ¥ @ adminv
There iS 2 methOd to CheCk events Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | predefined Searches vl
- Connection Events page Events By Priority and Classification tases s o e
Expanding
° |ntI’USIOn EventS page No Search Constraints (Edit Search)
Drilidown of Event, Pnonty, and Classification Table View of Events Packets \
<4
v
Jump to
AnaIySiS > IntrUSionS > Events + Time X Inline Result x Source IP x Destination IP X Message x Count
v 2021-12-2515:33.44 ! Would have dropped £ 192.168.1.200 ©J 192.168.1.100 PROTOCOL-TELNET login incorrect (1:718:16) 14_.
v 2021-12-25 15250 ! Would have dropped £ 192.168.1.200 ©1 192.168.1.100 PROTOCOL-TELNET login incorrect (1:718:16) 1
v 2021-12-2515:17:36 : Dropped £)192.168.1.200 (D 192.168.1.100 PROTOCOL-TELNET login incorrect (1:718:16) 1
(3)
b S 4
P. 1 f 1 Displaying r 1-3 of 3 rows
You can also download the packet that i ) i e
triggered as an intrusion event for using __ Cony Detete Review | [ Dawnioad Packets |
in offline analysis third-party software [ [ Covy A1 ||[ Delete Al | [ Review Al | [Downioad Al Packets
like Wireshark A
< > i
. /R
Rule Action: Block Rule Action: Block MohsenKheradmand&7ize
Interface Mode: Inline Interface Mode: Inline o NS4

Inspection Mode: Prevention Inspection Mode: Detection
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Verification

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amg@ TR QasEF I =QaQal
II' YR ————— :"]+
No. Time Source Destination Protocol  Length Info
1 0.000000 192.168.1.200 192.168.1.109 TELNET 100 Telnet Dats ...
& =3l e,
» Internet Protocol Version 4, Src: 192.168.1.200, Dst: 192.168.1.109 -~
v Transmission Control Protocol, Src Port: 23, Dst Port: 42926, Seq: 1, Ack: 1, Len: 34
Source Port: 23
Destination Port: 42926
[Stream index: 0]
[TCP Segment Len: 34)
Sequence numsber: 1 (relative sequence number)
. . . Sequence number (raw): 3662370864
The packets are saved in .pcap file format which [Mext sequence nusber: 35 (relative sequence mmber)]
Acknowledgment number: 1 (relative ack nusber)
is supported by most packet analyzer tools T T
1000 .... = Header Length: 32 bytes (8)
) Flags: 0x@18 (PSH, ACK)
Window zize value: 509
[Calculated window size: 5@9)
[window size scaling factor: -1 (unknown))
Checksum: @xd932 [unverified)
[Checksum Status: Unverified)
Urgent pointer: @
> Options: (12 bytes), No-Operation (NOP), MNo-Operation (NOP), Timestamps
[SEQ/ACK analysis]
» [Timestamps)
TCP payload (34 bytes)
Vv Telnet
Data: \r\n
Data: Login incorrect\r\n ‘—
Data: learner login:
v
0000 €4 2c 03 3c 98 25 00 23 24 72 10 3c @6 00 45 10 -, < - ® $r < E I
00 S6 49 80 40 @0 40 06 6¢ 95 cO ab 01 B ¢ a8 vig@ 1
Ol 64 2@ 17 a7 oe da 4b SB 30 2¢ 18 39 84 80 18 d K X0.-9
1 81 fd d9 32 00 @2 91 ©1 OB ©a 67 4e 10 fd €0 40 2 N
0040 as AC 67 & 72 - 4—
eese NG @3 EJI:: rner log
2 69 6e 3o 20 in:
© 7 Data (tehetdats), 17 bytes Packets: 1 - Desplayed: 1 (100.0%) Profie: Default

A W\
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~
.'CIIIS.::lO“ EN,([: Overview  Analysis  Policies Devices Objects AMP Inteligence Deploy Q @ £ @ adminv
Verification _—
Reporting
Summary Dashboard tzss e
Provides a summary of activity on the applance
Network Threats Intrusion Events X Status Geolocation QoS showtnersst | 1 hour *x I
[ Add Widgets |
» The Intrusion Events dashboard » Top Attackers — X | | » Allintrusion Events — X | » Intrusion Events - X
Source IP v Count 127 Last 1 hour Total
. . e ene 3 192.168.1.200 3 10
« summary of all the intrusion activities g | :
021 @ 2
e G ] 0
M 2 |- -
0.24 3 0
00 y 4 0
1457 15:17 1537
All 2
o
> Top Targets =7 » Dropped Intrusion Events -3¢ » Inline Results X
Destination 1P v Count Message v Count 2 Infine Result v Count
O 192.16842400 3 PROTOCOL-TELNET login incorrect 1 v Would have'drepped 2
bt 9 Dropped 1
v
MohsenKheradmand&iz®
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