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Security Intelligence

Security intelligence

>

Security Intelligence blocks a suspicious address dynamically without manual modification to the access control policy.
It can block a packet before the packet goes through a deeper inspection process in the threat defense.
It can optimize CPU and memory utilization, which can improve overall system performance.

Secure Firewall also use the intelligence data to block malicious URLs and domain names
O This chapter focuses on blocking IP addresses. The next chapter discusses how to block malicious domain names

3 ways to input a suspicious address into the FTD :

» Feed : Automatic blocking of an address using the Cisco intelligence feed (provided by Cisco Talos team)
 List : Manual blocking of addresses in bulk using a custom intelligence list (a text file provided by administrator)

« Context Menu : Instant blocking of an address using the context menu of the connection event page
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Security Intelligence

> Potential Reasons for a Packet Drop by a Threat Defense (Highlighting Security Intelligence)
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Security Intelligence

> Processing of Packets by Various Components of Security Engines (Highlighting Security Intelligence)

"3 N\
> Policy Classify > Discovery Portscan,
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Security Intelligence

» Difference between ACP , Prefilter and Security intelligence

« Prefilter is processed before Access Control Policy (if action is Fastpath no ACP is processed

» Security Intelligence is part of ACP with highest priority

[ Prefilter Policy }_’ Security intelligence Access control rule

Access Control Policy

« Traffic with no bad reputation and isn't part of a blacklist is processed by other access control modules and rules

AW
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Security Intelligence
\
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« Architecture of the Security il b

Intelligence Technology

Block List/Do-
Not-Block List

[ Object Management ]

Download Updates
Automatically

Management Center seeseesrssrsssrarsssnsssnssssssnsansannss b S e T LUL_—)
Periodically Connects to the i Feed I

Upload Custom
List of Addresses

Management Center
‘ P

.................................. Policy Event
Cloud, If it Has a Valid }  { Giseo Cloud Sends an ,| Database Database
Threat License Enabled Updated Feed to x
: Management Center . J
) SFTunnel
Cisco Talos Cloud
d v B
._]/X [ Firewall Engine ]
2 ) o
Community Honeypot @ Data Correlator Loads the
Discussion Sandbox g Security Intelligence
o Information into Memory
©
V)
=
Research by the Cisco [ Snort Engine ]
\_ Threat Intelligence Group o \ 4
/R
MohsenKheradmand&7iz9

A
NS4



Security Intelligence

Before you enable security intelligence:

v" To block traffic based on 5 tuple (source-destination IP , port and protocol) , better to use Prefilter (better performance)
v To test a new feed for its impact, set the action of Security Intelligence from Block to Monitor-only mode
v You can use the Security Intelligence technology that you obtain from third-party security advisories (later in this chapter)

v Enable the health module for the Security Intelligence to generate alerts if the system fails to download or load into memory

atean. FMC

CIsCOo

it @ System > Health > Policy J e

Power Supply
Editing Policy: Health Policy (Last modified: 2021-10-02 06:44:57)

Overview Analysis Policies Devices Objects AMP Inteligence Deploy Q @ || ©@ adminv

Process Status

RRD Server Process

Policy Name Heatth Policy
RabbitMQ Status

Policy Description

Realm

Reconfiguring Detection Description  Security Intelligence
Enabled @ On on

Routing Statistics

SSE Connection Status
Security Intelligence ‘—@
Smart License Monitor

Snort identity Memory Usage

Snort Statistics PR < [\‘
SR ko Save Policy and Exi MohsenKheradmand@7iz®
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Security Intelligence

Security Intelligence prerequisites

1) Security Intelligence requires a threat license

'::Ir's'é'c;' FMC A— Overview Analysis Policies Devices Objects AMP Inteligence Deploy Q @ £t @ adminv
—_—
Threat Defense
Cisco Firepower Threat Defense for VMware
Device Routing Interfaces Inline Sets DHCP
General A License /
Name Threat Defense Performance Tier FTDV5S - Tiered (Core 4 / 8 GB)
Transfer Packets: Yes Base: Yes
Mode Routed Export-Controlled Features Yes
Compliance Mode None Malware Yes
TLS Crypto Acceleration Disabled Threat Yes
URL Filtering Yes
AnyConnect Apex Yes
AnyConnect Plus Yes
AnyConnect VPN Only: No
MohsenKherad mandﬁ/'z?a
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Security Intelligence

Security Intelligence prerequisites

2) Updates the management center with the latest intelligence feed over the Internet
= QObjects > Object Management > Security Intelligence > Network Lists and Feeds and click the Update Feeds button

ahan. Firepower Management Center

) _ ) Overview Analysis Policies Devices Objects AMP Intelligence
CISCO  (Objects / Object Management
I
Geolocation o
Network LIStS and Feeds (l Update Feeds D Add Network Lists and Feeds ‘
Interface
Key Chain Network lists and feeds helps you quickly filter traffic by collecting IP address and address blocks. Its used in access control policies to manage the Bl
art of Security Intelligence.
Network > v 2
PKI
Name Type
Policy List
Port Cisco-Intelligence-Feed Feed
Prefix List Cisco-TID-Feed Foed
Last Updated: 2024-12-11 23:28:13
Route Map
v Security Intelligence Global-Block-List List
DNS Lists and Feeds ) )
Global-Do-Not-Block-List List
Network Lists and Feeds
URL Lists and Feeds
r '
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Security Intelligence

Security Intelligence prerequisites
[ ke, FMC

CI5Co Overview Analysis Policies

AC Policy

Enter Description

Rules Security Intelligence HTTP Responses Logging

_’ Available Objects (17) C 4
Q_ Search for a Network

Networks URLs Available Zones
( any A Any

IPv4-Private-All-RFC1918 INSIDE_ZONE

any-ipvd QUTSIDE_ZONE

any-ipvé

IPv4-Benchmark-Tests

IPv4-Link-Local

< IPv4-Multicast
IPv4-Private-10.0.0.0-8

| IPv4-Private-172.16.0.0-12

IPv4-Private-192.168.0.0-1€ |

IPvG-IPv4-Mapped
IPv6-Link-Local

IPv6-Private-Unique-Local-#
v |

N

Default Network Objects (out of the box)

Overview Analysis Policies

atlranln, FMC
CI1SCO  Polcy Editor

AC Policy

Enter Description

Rules Security Intelligence HTTP Responses Logging

_’ Available Objects (39) C 4

Q, Search for a Network

Networks URLs Available Zones

-
f Attackers ~ e
Banking_fraud INSIDE_ZONE
Bogon OQUTSIDE_ZONE
Bots
CnC

Cryptomining

< Dga ‘
Exploitkit |

High_risk ‘
ioc
Link_sharing

Malicious

\ Malware
N

Intelligence-Based Network Objects
(after the Feeds Update)
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Security Intelligence

Automatic Blocking Using Intelligence Feed

> Security Intelligence based on

IP addresses

Policies > Access Control
Click pencil to edit

Select Security Intelligence

Networks : select a category
Optionally : select by Zones

Add selected to :

O Block list
O Do-not-Block list

Alvaslne FMCV Overview Analysis Policies
cisco y EMor
AC Policy

Rules Secunty Intelligence HTTP Responses Logging

Availlable Objects (38) C 4
Q Search for a Network

Networks URLs

Altackers

Banking _fraud

Bogon

CnC
Cryptomining
Dga
Explofkr
High_risk

loc
Link_sharing
Maticious

Maiware

INSIDE_ZONE
OUTSIDE_ZONE

Devices Objects AMP Intelligence Depioy Q @ & @ adminv

You have unsaved changes ;‘,m“;";; 0:h ‘;'0;,-':";' ’ m

Inheritanca Settings | Policy Assignments (1)

Advanced Prefiter Policy: Default Prefiter Policy SSL Policy: None identity
SPoicy /B
Default DNS Policy v
Do-Not-Block List  (2) Block List (24)

Add to Do~Not Networks Networks [ N
Block List Global Do-Not-Block List 9 Global Block List (Any 20. @ w
URLS Attackers (Any Zone) @ W
Global Do-Not-Block List 1 7 Banking_fraud (Any Zone)@ W
Bogon (Any Zone) ow
Bots (Any Zone) o
cnC (Any Zone) -]
Cryptomining (Any Zone) @ &
Dga (Any Zone) -
Exploitkit (Any Zone) Oow
High_risk (Any Zone) @O W
toc (Any Zone) -]

Link_sharing (Any Zone) @ W ~

VR
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Security Intelligence

Automatic Blocking Using Intelligence Feed

> URL-based Security Intelligence

URLs Subtab
"(“';é'c;' F_MC_ i Overvienwy Analysis Policies Devices Objects AMP Intelligence Depioy Q. @ 4t @ adminv
Vou have unsaved changes anavs i cont: | (D
AC Policy
Inheritance Settings | Policy Assignments (1)
Rules Security intelligence HTTP Responses Logoing Advanced Prefiter Palicy: Defautt Prafiter Policy SSL Policy: Nona Identity
Available Objects (24) C 4 DNSPoxcy /B
Q Search for a3 URL Default DNS Policy v
Networks  URLs = s0aie Zones Do-Not-Biock List (2) Block List (46)
A

URL Attackers
INSIDE_ZONE
OUTSIDE_ZONE

URL Banking fraud
URL Bogon

URL Bots

URL CnC

URL Cryptomining
URL Dga

URL Explostikit

URL High_risk

URL loc
URL Link_shanng
URL Malicious

URL Malware

f | \ "
Add to Do-Not- Networks

Block List Global Do-Not-Block List (

URLs

Globai Do-Not-Block List 1.

urLs B

Global Block List for URL. @ W

-

URL Attackers (Any Zone)® W
URL Banking_fraud (Any . @ &

o

URL Bogon (Any Zone) © W
URL Bots (Any Zone) © &
URLCnC (AnyZone) @ W
URL Cryptomining (Any 2 @ &
URLDga (AnyZone) @ W
URL Exploitkit (Any Zone) © W
URL High_risk (Any Zone)® W
URL loc (Any Zone) -]
URL Link_sharing (Ary Z @ &

v

/AR
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Security Intelligence

Automatic Blocking Using Intelligence Feed

> Logging

« Under the Block List field, click the logging icon
« Check Log connections

» Check Firepower management center

« Optionally send logs to Syslog or SNMP server

When the configuration is complete, click Save

Finally, navigate to Deploy > Deployment

Network Block List Logging Options

4 Log Connections

Send Connection Events to:
Firepower Management Center

|| Syslog Server

Show Overrides
[] SNMP Trap

Select an SNMP Alert Configurat » 4

Logging Setting for Block List

MohsenKheradmandthﬁ
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Security Intelligence

Verifying the Action of Intelligence Feed

To see the action of Security Intelligence on live traffic

» Analysis > Connections > Security Intelligence Events

ahan. Firepower Management Center

. . ) , Overview Analysis Policies Devices
CISCO  Analysis / Connections / Security Intelligence Events

Context Explorer

Unified Events

Security Intelligence Events tswiten woraow)

Connections

No Search Constraints (Edit Search) Event
vents

Security Intelligence with Application Details Table View of Security Inte Security Intelligence Events @

‘ Jump to... Intrusions
Events
First Last - Initiator | Initiator Respondet Reviewed Evenis
D v Packet | Packet S| S P Country | IP
Clipboard

A W\
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Security Intelligence

Verifying the Action of Intelligence Feed

You can also logs an associated connection event for connection attempt

» Analysis > Connections > Events

'::"'s‘é'o" FM' Overview Analysis Policies Devices Objects AMP Inteligence Deploy Q @ £+ @ adminv

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | predefined Searches v

Connection Events tauch soanon)
11 2021-10-03 06:55:09 - 2021-10-03 08:40:10

Expanding
No Search Constraints (Edit Search)
Connections with Application Details Table View of Connection Events
Jump to
Source
Security Destination
4 First Packet x Action x Reason x  Initiator IP x {:)osponoﬂ x Intelligence x ::’;:IPI x Port/ICMP x éccoss. x
ontrol Rule
Category T Code
Ype

v 2021-10-03 08:37:26 IP Block £1192.168.1.2 @ 23.94.7.9 | Phishing 60390 fwcp 80 (http) / tcp
v 2021-10-0308:11:11  Allow £1192.168.1.2 239479 60388 /wcp 80 (htp) ftcp  Default Action

The Same Connection Gets Blocked When the Security Intelligence Is Enabled

A W\
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Security Intelligence

Add to Do-Not-Block List

'::ln's'élo" fMC Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ £ @ adminv
Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search ! Predefined Searches v

« Sometimes Cisco block an address and you :
. . Connection Events (e wenm)
disagree with that I1 2021-10-03 06:55:09 - 2021-10-03 08:40:10
Expanding
No Search Constraints (Edit Search)

Connections with Application Details Table View of Connection Events

» So on the Connection Events page right

click the desired address and select : Jump to..
Add IP to DO-Not-Block list ey
Responder Security Port/ Dastination Access
4 First Packet x Action x Reason x Initiator IP x P x g\:f‘ll(l’%isce x 1CMP x zzrc}c{ ICMP x Control Rule x
7 Type
v 2021-10-03 08:37:26 Bilock IP Block 3 192.168.1.2 o 23.94.7. 9. Dhichina - ROTON [ trn an.(bstp) [ 1cp
Open in New Window Al
. . v 2021-10-03 08:11:11 Allow 2 192.168.1.2 239479 p) / 1ep Default Action
« However, traffic to and from that address is Exclude
still subject to any subsequent inspection Whois

View Host Profile

Add IP to Block List

Page| 1 of1 . Displaying rows 1-2of 2 rows e DE NP LR

Open in Context Explorer
View

AlenVault IP
View All IBM X-Force Exchange IP
Looking Glass IP v
AW
MohsenKheradmand&iz®
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Security Intelligence

Manual Blocking Using Custom List

 To block a custom list of IP addresses

1) Create a txt file and Write or copy the potential malicious addresses into that

File Ed2 Format View Help

# This is a comment. The following addresses are
randomly selected for demonstration purposes only.

112.246.46.78
182.254.166.203
152:89.239.115
192.236.147.148
206.126.81.137

MohsenKheradmand€7iz9
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Security Intelligence

Manual Blocking Using Custom List

2) Object > Object Management

> Security intelligence

> Network Lists and Feeds Security Intelligence for Network List / Feed o
> Add Network Lists and Feeds ——
Custom-List
 Enter a name
Type:
« Select List from Type List

Upload List
C:\fakepath\Malicious IP List txt Browse Upload

e Click browse and select TXT file

Upload File:
C:\fakepath\Malicious IP List txt

Number Of IPs:
5

Cancel ; m
/R
MohsenKheradmandtfﬂ:%
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Security Intelligence

Manual Blocking Using Custom List

3) Policies > Access Control

» Edit the Policy that you want to deploy

» Select Security Intelligence tab

» select the custom network you want to block
» Click Add to Block List

« Save

* Deploy

"c"'s'é'(;' IFMC;‘_ g5 Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ & @ adminv
You have unsaved changes Analyze Hit Counts | m
AC Policy
Inheritance Settings | Policy Assignments (1)
Rules Security Intelligence HTTP Responses LoQoing Advanced Prefiter Policy: Default Prefiter Policy SSL Policy: None identity .
Available Objects (40) C DNS Policy /B
Q_ Search for a Network Default DNS Policy v

Networks URLs Available Zones (* Do-Not-Block List (2) Block List (25)

: " A e snamcatae='1 | NebAOIXS Networks | Al
Malicious INSIDE_ZONE Block List Global Do-Not-Block List ( = Attackers (Any Zone) o
K OUTSIDE_ZONE URLs Banking_fraud (Any Zone)® W
Newty._seen Global Do-Not-Block Listf.. W | | Bogon (Any Zone) ou
Obei: pioity Bots (Any Zone) -X7
e €nC (Any Zone) -]
Phishing Cryptomining (Any Zone) @ W
s
Spam Dga (Any Zone) ow
Spyware Exploitkit (Any Zone) -
Suspicious High_risk (Any Zone) -
Tor_ext_node loc (Any Zone) ow

TR i s 0

AW
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Security Intelligence

Security Intelligence in Monitor-Only Mode

> Access Control Policy

> Security Intelligence tab

> From the Block List, right-click a
category that you want to monitor

> select the Monitor-only (Do Not Block)

N FMC

CISCo T Overview Analysis Policies

AC Policy

Enter Description

Rules Security Intelligence HTTP Responses Logoing

Available Objects (40) C
Q_ Search for a Network

Networks URLs Available Zones

Devices Objects AMP Inteligence

You have unsaved changes | Analyze Hit Counts | m m

Inheritance Settings | Policy Assignments (1)

Advanced Prefiter Policy: Default Prefiter Policy

DNS Policy ~ H
Default DNS Policy

Do-Not-Biock List (2)

Deploy Q @ & @ adminv

SSL Policy: None identity .

Block List (25)

Note : The threat defense does not support the Monitor-only mode for the Global Block List category.

Link_sharing I Ay Add 10 Do-Not- | | Networks Networks B Al
Madicious INSIDE_ZONE Block List | | Global Do-Not-Block List ( ) Global Block List{Any 20.@ w
Matware OUTSIDE_ZONE URLs Attackers (Any Zone) @ W
Newly_seen Global Do-Not-Block List f Bl Banking_fraud {Any Zone)® W
Open_proxy Bogon (Any Zone) on
Open_relay Bots (Any Zone) - X
Eishing CnC (Any Zone) o9
Response Cryptomining (Any Zone) © W
Spyware Dg Block
S| Monitor-ony (do not block) |
Suspicious
Tor_exit_node Hig Select Al
AR
MohsenKheradmand&ize
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Security Intelligence

Security Intelligence Events in Monitor-Only and Block Modes

* The first connection attempt from host 192.168.1.2 t0 112.246.46.78 was blocked

* However, the second attempt was allowed, and the connection was monitored.

stfuan] FMC

e P D Overview Analysis Policies Devices Objects  AMP  Intellige. .. Deploy o 8 {1- g admin *

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search

Security Intelligence Events s sexno)
i 2021-10-03 06:55:09 - 2021-10-03 11:28:14

Expanding
No Search Constraints (Edit Search)
Security Intelligence with Application Details Table View of Security inteligence Events
Jump o
Responder Responder Securiy
4 First Packel x Action x  Reason x Initiator I x Responder IP x P il Ivbillig e ned & x
Caontinent Country
Category
w 2021=-10-03 11:21;29 | Allow IP Monitor] T 192,168.1.2 112,246 46,78 Asia Bl CHN Custom-List
v 2021-10-03 11:08:22 | Block IP Block [J 192.168.1.2 g 112.246.46.78 Asia Bl CHN Custom-List
¥ 2021-10-03 08:37:26 Block IF Block C1192.168.1.2 g 23.94.7.9 Morth America g LISA Fhishing

Use the x Icon to Add or MohsenKheradmandﬁ/ﬂ%

Remove Data Points for Events NS




Security Intelligence

Threat Intelligence Director (TID)
« Secure Firewall can also analyze and block connections based on the threat intelligence data

« TID is enabled to obtain and aggregate intelligence data from third-party sources and publish to all of FTD devices

TID Sources Threat Intelligence Director (TID) TID Element

I ) .
1) FMC get indicators from 3™ party Secure Firewall Management Center Secure Firewall

/—\ Threat Defense
. TAXI || e
2) FMC publish observables to FTD j @ N

v FTD inspect the traffic |ERHodedlors »| Threat Intelligence
Director Database

URL /,‘
3) Then FTD reports observation to FMC \,__/
4) FMC generates incidents @
v
TID Incidents

&

LAN Attackers

O An indicator shows all the characteristics associated with a threat.

O Observables represent individual characteristics (e.g. a SHA-256 value) associated with the threat

“Each observable is a single IP, Domain, URL or hash value in which FTD looks inside traffic” MohsenKheradmandﬁ/ﬂ\z's
B =




Security Intelligence

Threat Intelligence Director (TID)

Enabling Threat Intelligence Director

1)
2)
3)
4)
5)
6)

7)

Policies > Access Control
Edit the desired Access control policy
Advanced tab

Edit the general setting

Select “Enable Threat Intelligence Director”

Save

Deploy

aliah., Firepower Management Center

CISCO Policies [ Access Control / Policy Editor

FTD1-Policy

applicable to FTD1

Rules Security Intelligence HTTP Responses

General Settings

Maxim T

events| General Settings

Allow 4§ Maximum URL characters to store in connection events
(secon - 1024 |

Allow an Interactive Block to bypass blocking for (seconds)

\ 600 |

Retry URL cache miss lookup

Enable Threat Intelligence Director

Enable reputation enforcement on DNS traffic

device is configured).

Inspect traffic during policy apply can be set to one of the following: Enabled
[inspect]: A few packets might drop (depending on device load and capacity).
Disabled [do not inspect]: Traffic is dropped or not (depending on how the

Overview Analysis Policies Devices
Logging Advanced
b
P2 1024
600
4 W\
MohsenKheradmand&iz®
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Security Intelligence

Threat Intelligence Director (TID)

Enabling Threat Intelligence Director

» After the policy deployment is successful, navigate to Intelligence > Elements

« Wait a few seconds for the green status icon to appear

'::Ills:tl:'c;l E:gﬁiﬁz’:?;lﬂgﬂfgement Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q é
I
1 Eleme
Incidents
couces  messesdon  Accesscon
Q FTD1 Cisco Firepower Thr Elements & Dec 4, 2024 12:25 PM +0330 FTD1-Palicy
Settings
A W\
MohsenKheradmand&iz®




Security Intelligence

Threat Intelligence Director (TID)

Adding Sources and Importing Indicators

The FMC supports two types of files to ingest sources:

> STIX (Structured Threat Information Expression):
» A standard used by cybersecurity communities to describe and share threat intelligence information

« A STIX file supports complex indicators

> Flat file:
« ASCII text files

« They support simple indicators.

MohsenKheradmand&7ize
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Security Intelligence

Threat Intelligence Director (TID)

Adding Sources and Importing Indicators

The FMC can obtain a STIX or a flat file in 3 ways:

% TAXII (Trusted Automated eXchange of Indicator Information):
« To download a large STIX file

« When an update is available, TAXII adds only the incremental data instead of replacing the existing data

% URL

« Using a URL, a management center can reach out to a remote server to fetch files from it.

% Upload

« Upload the file directly from your computer to the management center, by the browser.

MohsenKheradmand&7ize
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Security Intelligence

Threat Intelligence Director (TID)

Adding Sources and Importing Indicators

Click Intelligence > Sources

Click +

lialn Flrepower Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ * @ adminv

CISCO Intelligence / Sources
Sources ndicators Observables .
Incidents
a R . ... X
| Elements ' Y
Name Type Delivery Action Publish Last Upd% I Status
' Settings
MohsenKheradmand&iz®
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Security Intelligence

Threat Intelligence Director (TID)

Adding Sources and Importing Indicators

Select TID source type (TAXIl, URL, Upload)

Upload:

» Upload the file and assign a name to this source
» Select Content type

« Choose Action (monitor or Block)

» Click Save

Add Source @ X
DELIVERY | TAXII URL Upload
TYPE Flat File v CONTENT SHA-256 v
e e e e e e =
FILE* SHA-256

1

1 .

I Drag and drop or clicktg D°main

1

1 URL

1

--------------------- IPv4 %

NAME* IPv6
Email To
DESCRIPTION
Email From
Email Sender
ACTION @ Monitor v
Email Subject
TTL (DAYS) | 90
puBLISH @)
MohsenKheradmand&iz®
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Security Intelligence

Threat Intelligence Director (TID)

Adding Sources and Importing Indicators

Go to the indicators tab

You will notice all the IP addresses that are included in the uploaded file are imported as TID indicators

pl i g FM Overview  Analysis Policies  Devices  Objects  AMP  Intelligence Deploy O, @ & @ adminv
S —————————
Indicators
“ LestUpasted 1 wees Q C  5indcotors

206.126.81.137

Pt » Malicious_iP ) Bock e Oct 14, 2021 6.08 AM EDT @ Compinted
1Pl TR '"'“_' . Masoon 0 Bock o« Oct 14, 2021 6:08 AM EDT @ Completed
Pl VERANIRI10 Maficsoun_5 € mock -+ &l Oct 14, 2021 6.08 AM EDT © Completed
e XA Mahcioos i 0 B0k » - Oct 14, 2021 6:08 AM EOT @ Complated
Ped 01 2“'“‘.78. Makcous_iP 0 Block v @« Oct 14, 2021 6:08 AM EOT @ Compluted

/R
MohsenKheradmandtfﬂ:%
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Security Intelligence

Threat Intelligence Director (TID)

Add Source

Adding Sources and Importing Indicators

TAXII:
* You can import thousands of indicators in bulk

from third-party source using the TAXII service.

« Enter the URL of TAXII source

» Enter username and password of the URL

DELIVERY

URL

@ X
o
i Hta n/taxa-¢ I ~ &
guest
D weswe
l". | {
;-uen {-“v'.'l."d;‘:;:ﬂ- )( v

Note: A separate source will be added for each feed selected. The name will
default to the name of the fead and can be edited later

1440 O

A W\
MohsenKheradmand&iz®
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Security Intelligence

Threat Intelligence Director (TID)

Adding Sources and Importing Indicators

After STIX is downloaded, observables are published automatically, without any redeployment of the access control policy.

1]

Q

wilse FMC

CI1sCO

Sources

8 Mame

Mabcsous I

gueat pheaMank _com

Overview Analysis Policies Devices Objects AMP intelligence
lat Fdo > Q k ar 2
T &

Downloading a STIX File Using the TAXII Service

Deploy O @ £ @ adminv

A W\
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Security Intelligence

Add Source @ X
Threat Intelligence Director (TID) ververy | 1o I Uoosc
Adding Sources and Importing Indicators I .
URL*
URL: USERNAME
PASSWORD
« Select STIX or Flat file from Type menu
NAME*
« Enter the URL of STIX or Flat file
DESCRIPTION
« Enter username and password of the URL y
« Enter a name eTon
« Select Action type UPDATE EVERY (MINUTES) = 1440 O Never Update

« Save

TTL (DAYS) | 90

puLisH @)

AN
MohsenKheradmandGﬂ:,?
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Security Intelligence

Threat Intelligence Director (TID)

Checking Indicators Using the TAXII

« Goto the Indicators tab again

Thousands of indicators are being
populated from the third-party source

When traffic is blocked by TID, you can find the
events on the Intelligence > Incidents page

Thousands of Indicators
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